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Abstract

Smart contracts are computer programs deployed on blockchains to facilitate transactions.
A critical aspect of smart contract security is the use of state-reverting statements (e.g.,
require, if...revert, if...throw). These statements protect transactions from
abnormal behaviors or malicious attacks by reverting a contract to its previous state when
certain input constraints or security properties are violated. While essential, the correct use
of these state-reverting (SR) statements is nontrivial. Improper use can lead to security
vulnerabilities, resulting in substantial financial losses or other severe consequences. It is,
therefore, highly important to understand developers’ practices of state reverting in smart
contracts and the common mistakes they make. To achieve this goal, we conduct the first
comprehensive empirical study on the use of SR statements and their related faults in
Solidity smart contracts. First, we analyze the prevalence and purposes of SR statements
in 21,414 verified contracts from popular decentralized applications (dapps) and manu-
ally examine 381 SR statements, leading to a taxonomy of their uses. Second, we collect
320 real-world state-reverting faults (SR faults) from open-source projects on GitHub and
audit reports on Codedrena. We categorize the SR faults into 17 types and summarize 12
distinct fixing strategies. This knowledge can help researchers and practitioners to bet-
ter understand the common usages of SR statements and learn how to prevent or cope
with SR faults. Lastly, the variety of SR fault types and the presence of high-risk issues
highlight the need for automated tools to identify and mitigate these faults. This further
motivates us to assess the SR fault detection performance of state-of-the-art security ana-
lyzers, with the aim of understanding their capability and identifying their deficiencies.
Via evaluating 12 representative tools on a benchmark comprising 243 contracts with six
types of SR faults and the corresponding patched versions, we observe that existing tools
exhibit limited capabilities in detecting SR faults (the average detection rate is 14.4%).
This result underscores the need for more advanced security analysis tools specifically
tailored for SR faults. To facilitate the development of such tools, we further provide a
comprehensive analysis of three common limitations of existing tools.
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1 Introduction

Smart contracts are computer programs stored on blockchains to execute transactions. Ethe-
reum, the largest blockchain platform supporting smart contracts, processes millions of
transactions on a daily basis (Ethereum daily transactions chart 2024). A blockchain trans-
action involves either transferring crypto assets between addresses or interacting with a
deployed smart contract, resulting in a state change. To protect transactions from abnormal
behaviors or malicious attacks, the states of the underlying smart contracts often need to be
reverted, when certain input constraints or security properties are violated (Solidity error
handling: Assert, require, revert and exceptions 2024). For example, Solidity, one of the
most popular programming languages for implementing smart contracts, provides develop-
ers with state-reverting statements (SR statements) (Solidity error handling: Assert, require,
revert and exceptions 2024; Ethereum improvement proposal eip-140: Revert instruction
2024; Liu et al. 2021; Liao et al. 2023) that revert all state changes when transactions fail.

These statements include require,if...revert,andif. . .throw, as demonstrated
in Listing 1. While all three statements serve the purpose of reverting states, require and
if...revert also return unused gas to transaction senders.

1 if (msg.sender != owner) {revert();}

2 require (msg.sender == owner);

3 if (msg.sender != owner) {throw;}

Listing 1: Examples of SR statements

Despite the widespread usage of smart contracts and the importance of SR statements
in handling state reverting when transactions fail, there is a lack of comprehensive study
on how developers use SR statements in practice. To bridge this research gap, we conduct
a large-scale empirical study. As shown in Fig. 1, we analyze 21,414 real-world Solidity
contracts from 682 decentralized applications (dapps) to investigate two research questions:

— RQ1 (Prevalence): Are SR statements commonly used in Solidity smart contracts?
— RQ2 (Purpose): What are the major purposes of using SR statements in smart contracts?
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Fig. 1 Overview of the methodology
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To answer RQ1, we measure the code density of SR statements in smart contracts and
compared it with that of general-purpose if statements by analyzing the 21,414 Solidity
contract files. To answer RQ2, we manually build a taxonomy of the purposes of SR state-
ments following an inductive coding process (Seaman 1999). Surprisingly, we find that SR
statements appear even more frequently than general-purpose if statements: on average,
there is one SR statement every 42.1 lines in a Solidity contract file; comparatively, there
is one if statement every 54.5 lines. We also find that SR statements are commonly used
to perform 10 different types of authority verification and validity checks, many of which
involve security-critical constraints. It is, therefore, crucial to ensure the proper use of such
statements, as their incorrect usage can pose serious security threats to smart contracts.

Existing research related to state reverting in smart contracts primarily focuses on two
areas: 1) examining how attackers leverage faults in smart contracts to trigger transaction
reverting when outcomes are unexpected (Liao et al. 2023; He et al. 2021; Chen et al. 2022)
and 2) investigating gas-related state-reverting issues (Grech et al. 2018; Ghaleb et al. 2022;
Nassirzadeh et al. 2022), where running out of gas during transaction execution leads to
transaction abortion, resulting in security consequences. The types of faults developers
would make in using SR statements remains unknown. Without such knowledge, one can-
not design automatic tools to effectively identify the inappropriate uses of SR statements or
formulate good practices to help smart contract developers. This motivates us to conduct a
comprehensive study of smart contract faults that stem from improper SR statement usage,
which we refer to as state-reverting faults (SR faults) in this paper. Specifically, we investi-
gate the following research questions:

— RQ3 (Fault Types): What are the common types of SR faults? What is the distribution
of such faults across different types, and what are the potential security impacts of these
faults?

— RQ4 (Fixing Strategies): How do developers fix SR faults in real-world smart con-
tracts? Are there common fixing strategies?

To answer RQ3 and RQ4, as shown in Fig. 1, we construct a dataset of 278 real-world SR
faults from open-source projects on GitHub (Github 2024). These faults are extracted from
the commit histories of the 1,000 most-starred smart contract projects on GitHub. Each fault
links to a commit where developers fixed the issue by adding, deleting, or modifying SR
statements. Such a dataset construction process ensures that our collected issues are genuine
SR faults of concern to developers. By investigating the 278 faults, we find that SR faults in
smart contracts are diverse and can be categorized into 17 distinct types. To understand the
fault types’ relevance and potential security impact, we extract 42 SR faults of our identified
types from audit reports published from Oct 2023 to Oct 2024 on Codedrena (Codedrena
2024), a leading smart contract auditing platform. Each of these 42 faults is associated with
a severity tag of “high risk” or “medium risk” and includes a clear mitigation strategy. Anal-
ysis of the 42 faults reveals that our identified SR fault types are mostly concerning. Some
SR faults, such as excessive slippage and unauthorized access, are high-risk faults that can
pose significant threats to asset security. To answer RQ4, we further analyze our collected
faults and distill 12 common fixing strategies for SR faults. The findings of RQs 3-4 can
effectively guide developers in identifying, diagnosing, and mitigating SR faults. The diver-
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sity of SR faults also suggests the necessity of developing automated tools to help identify
and fix SR faults, especially those that impact asset security.

Lastly, given the prevalence and variety of SR faults, we are intrigued to know whether
existing tools can effectively detect common SR faults. This can shed light on future
research. As such, we conduct another study to investigate the last research question in our
work:

— RQS5 (Fault Detection Capability of Existing Tools): How effective are existing smart
contract security analysis tools in detecting SR faults?

To answer RQS5, we first identify 12 state-of-the-art smart contract security analyzers in
different approaches, including fuzzing, symbolic execution, static analysis, and large lan-
guage models. These tools can collectively detect six of the 17 SR fault types we identified.
In addition, by evaluating the 12 tools on 243 SR faults of the six types, we observe that the
existing tools exhibit a high false negative rate, failing to detect 85.6% of the 243 SR faults
in our benchmark. We further explore the reasons behind existing tools’ poor performance
and summarize three common limitations of these tools. Our findings can be used to facili-
tate the design of more advanced security analysis tools specifically tailored for SR faults
in smart contracts.

Contributions To summarize, our work makes the following three major contributions:

— To the best of our knowledge, we conduct the first empirical study on the use of SR
statements in real-world smart contracts at the source-code level. Our findings can
facilitate further research in the area of smart contract quality assurance and provide
practical guidance to smart contract developers on the appropriate use of SR statements.

— We construct a large dataset of 320 fixed SR faults in real-world smart contracts and
conduct the first in-depth study of these faults. By categorizing the SR faults into 17
distinct types, we offer a structured benchmark with rich information to help practi-
tioners and researchers to understand SR faults and evaluate the efficacy of security
analysis tools. Furthermore, we derive 12 strategies commonly adopted to address SR
faults, providing practical guidance to practitioners to help them mitigate SR faults to
enhance contract security and to researchers to help them design automatic SR fault
repair techniques.

— We evaluate 12 state-of-the-art security analysis tools, assessing their capabilities in
detecting SR faults. Our analysis on the tools’ fault type coverage and fault detection
capability can deliver practical recommendations for tool designers and developers on
how to strengthen the fault detection mechanisms of a tool so as to improve smart con-
tract security assurance.

While our previous work (Liu et al. 2021) provided initial insights into the use of SR state-
ments in smart contracts based on 3,866 dapp contracts and 270 template contracts, it did
not address the faults arising from their improper use or evaluate the effectiveness of exist-
ing security tools in detecting such faults. This extended study addresses these critical gaps.
By analyzing a larger, more recent dataset of 21,414 contracts from 682 decentralized appli-
cations (dapps), we capture evolving practices in smart contract development, including
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the influence of modular design and external libraries on SR statement usage. Unlike the
original study, which focused solely on the prevalence and purposes of SR statements, this
extension systematically investigates SR faults, categorizing 320 real-world instances into
17 distinct types and analyzing their security impacts. Furthermore, we evaluate the effec-
tiveness of 12 state-of-the-art security analysis tools in detecting these faults, revealing
critical gaps in current tool capabilities (average detection rate of 14.4%). This comprehen-
sive analysis is vital for advancing the understanding of SR statements and faults, offering
developers practical guidance and highlighting areas for future research in automated fault
detection and repair. Specifically, this journal version extends the preliminary study in the
following aspects:

— Itre-examines the prevalence and purposes of SR statements using a larger, more recent
dataset of 21,414 contracts from 682 dapps (Section 3).

— It expands the taxonomy of SR statement purposes by adding five subcategories to
reflect the evolving usage of SR statements: Boolean State Variable Check, Function
Return Value Check, Element Existence Check, Type Validation Check, and Consistency
Check. (Section 4).

— It extends the answers to two research questions (RQ1 and RQ2) in the preliminary
study based on further empirical findings.

—  While the preliminary study investigated only the possible security impacts of omitting
SR statements without systematically analyzing SR faults, this journal version system-
atically analyzes the SR faults in smart contracts by studying two important research
questions (RQ3 in Section 5 and RQ4 in Section 6). In particular, it identifies 17 distinct
SR fault types and 12 commonly adopted fixing strategies, thereby establishing the
most comprehensive taxonomy of SR faults to date.

— To facilitate future research on automated tools for SR fault detection, this journal
version additionally evaluates 12 state-of-the-art security analysis tools, assessing
their capabilities and limitations in detecting SR faults (RQ5 in Section 7).Data
Availability. To facilitate future research, we have made all our artifacts available on
GitHub (The material for this study 2024).

N

Background and Related Work

In this section, we provide a brief overview of the background knowledge related to our
research. We also summarize the related work to position our study within the literature.

2.1 Smart Contracts, SR statements, and SR Faults

2.1.1 Smart Contracts & Dapps

Smart contracts are computer programs running on blockchains like Ethereum (Ethereum
yellowpaper 2024). The execution of smart contracts does not rely on a trusted third party
and is fully decentralized. Dapps are decentralized applications that can offer end users

various functionalities. The core logic of dapps is supported by smart contracts to meet the
requirements of applications. Solidity (Solidity documentation 2024) is the most popular
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high-level programming language to implement smart contracts. In this paper, we focus on
the smart contracts written in Solidity.

2.1.2 Transactions

Transactions are the fundamental operations within blockchain networks, representing state
changes that are securely recorded on the distributed ledger (Ethereum transactions 2024).
In the context of blockchains like Ethereum, a transaction may involve transferring cryp-
tocurrency, invoking a function within a smart contract, deploying a new contract to the
network, and so on. Each transaction is cryptographically signed by the sender to ensure
authenticity and is processed by the network nodes through consensus mechanisms to vali-
date its correctness. Once validated, the transaction is included in a block and becomes
immutable, ensuring a tamper-proof history of operations.

2.1.3 State-Reverting (SR) Statements and State-Reverting (SR) Faults

State-Reverting (SR) Statements The official Solidity documentation (Solidity error han-
dling: Assert, require, revert and exceptions 2024) suggests using the following four types
of statements for error handling and state reversion: require, if...revert, assert,
and if...throw. Upon the occurrence of certain erroneous conditions, these statements
will throw an exception and revert the blockchain and the smart contract to the state prior to
the execution of the contract. The four error-handling statements can be further divided into
the following two categories:

— SR statements refer to the require, if...revert,and if. . .throw statements
that are used to check for conditions (e.g., on inputs) that should be satisfied. Before ver-
sion 0.4.10, Solidity provides the 1 f. . .throw statement for reverting state changes
upon the occurrence of erroneous conditions. As the language evolves, there are two
more alternatives, namely, require and if...revert, to replace if...throw
since Solidity 0.4.10. The 1 f. . .throw statement was officially deprecated in Solid-
ity 0.4.13. These statements can all trigger state reverting when erroneous conditions
occur. The only difference between if...throw and its two replacements is that
if...throw will use up all remaining gas when errors occur, while the two replace-
ments will refund the remaining gas to the transaction sender.

— The assertion statement assert is typically used to test for internal errors, which are
not supposed to exist in well-written code. If a specified assertion is violated, it means
that the contract likely has a bug, which needs to be fixed.

In our study, we focus on SR statements. Since 1 f. . .throw statement is already depre-
cated, we mainly investigate the use of require and if. ..revert statements in real-
world smart contracts. In the remainder of this paper, SR statements refer to require and
if...revert statements unless otherwise specified.

State-Reverting (SR) Faults Using SR statements incorrectly can cause transactions to roll
back improperly and revert all state changes in a smart contract. This can result in various
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issues, ranging from inconsistent contract states to security vulnerabilities. We refer to these
faults as State-Reverting faults (SR faults) (Liao et al. 2023) in our work.

2.2 Related Work
2.2.1 Empirical Studies on Smart Contract Security

Given the popularity of smart contracts, researchers have recently conducted multiple empir-
ical studies of smart contract security. These studies include various systematic reviews of
existing vulnerabilities and attacks on Ethereum smart contracts. For example, Atzei et al.
(2017) summarize 12 types of vulnerabilities on Ethereum smart contracts and group them
into three categories, namely, Solidity, EVM bytecode, and blockchain, according to the
level where they are introduced. They also discuss nine attacks and three defenses of Ethe-
reum smart contracts. Chen et al. (2020) present a survey of smart contract vulnerabilities,
attacks, and defenses. They study 40 types of smart contract vulnerabilities and systematize
their root causes. They include 29 types of attacks, correlate them with vulnerabilities, and
summarize their consequences. They also systematize 51 types of defenses and present an
in-depth analysis. Chen et al. (2020) conduct an empirical study on defining smart contract
defects. They collect smart-contract-related posts from Stack Exchange (Stackexchange
website 2024) and define 20 kinds of contract defects from them. Conducting an online
survey and manually labeling some contracts, they study the contract defects from five per-
spectives: security, availability, performance, maintainability, and reusability. Zhang et al.
(2023) conduct a study on 516 exploitable smart contract vulnerabilities that can lead to
direct financial losses. They examine the vulnerabilities’ root causes, distributions, auditing
difficulties, consequences, and repair strategies. Additionally, they abstract bug models for
each vulnerability type to facilitate code auditing and future research on automated tools.
Also, there are works concerning evaluating the capabilities of smart contract testing
tools. Harz and Knottenbelt (2018) examine ten smart contract verification tools and intro-
duce their verification approach, level of automation, coverage, and supported languages.
Di Angelo and Salzer (2019) present a systematic survey on 27 tools for analyzing Ethereum
smart contracts. They investigate the 27 tools from several aspects: availability, maturity
level, methods employed, and detection of security issues. Durieux et al. (2020) present an
empirical evaluation of nine state-of-the-art analysis tools using two smart contract datasets.
They find that these tools detect only 42% vulnerabilities. At the same time, 93% Ethereum
contracts are tagged as vulnerable, which might contain many false positives. Ghaleb and
Pattabiraman (2020) introduce SolidiFI, a framework that injects synthetic vulnerabilities
into smart contracts to assess security analysis tools’ precision and recall. After evaluating
six widely-used static analysis tools, they find that all tools report false positives and fail
to detect certain vulnerabilities despite claiming they can detect such bugs. Li et al. (2024)
propose a fine-grained taxonomy that includes 45 smart contract vulnerability types. Based
on the taxonomy, they construct a benchmark of 788 smart contracts, uncovering 10,394
vulnerabilities. They also evaluate 8 state-of-the-art tools based on the benchmark. Addi-
tionally, Chaliasos et al. (2024) evaluate the security tools for smart contracts and DeFi
applications from a practitioner’s perspective, highlighting gaps between tool capabilities
and developer needs. While these works provide a broad assessment of tool usability, our
study delves into a specific, underexplored area: the use and misuse of state-reverting (SR)

@ Springer



141 Page 8 of 49 Empirical Software Engineering (2025) 30:141

statements in Solidity contracts. By systematically analyzing SR statements in real con-
tracts and categorizing SR faults, we address a critical subset of vulnerabilities overlooked
in existing tool evaluations and offer insights that can facilitate the development of more
precise and powerful tools for improving the security of smart contracts.

In our previous work (Liu et al. 2021), we conducted a preliminary study on SR state-
ments by investigating 3,866 dapp contracts and 270 template contracts. The primary
purpose is to analyze the prevalence and purposes of SR statements. This journal version
substantially extends our previous work by leveraging a larger dataset of 21,414 contracts
from 682 dapps, which allows for a more comprehensive analysis of SR statement usage in
modern smart contracts. To reflect the evolving use of SR statements, we expand the tax-
onomy of their purposes with five new subcategories (i.e., Boolean State Variable Check,
Function Return Value Check, Element Existence Check, Type Validation Check, and Con-
sistency Check). In addition, in the previous work, we focused on studying the use of SR
statements but did not analyze the faults induced by the misuse of these statements. In this
paper, we perform an in-depth analysis of SR faults, categorizing 320 real-world instances
into 17 types and assessing their security impacts. We also evaluate 12 state-of-the-art secu-
rity tools, addressing an important research gap in understanding the existing tools’ efficacy
for SR fault detection.

2.2.2 Studies on SR Faults and Error-handling Mechanisms in Solidity

Mitropoulos et al. (2024) conduct an extensive empirical study on using Solidity error-
handling features in smart contracts, including SR mechanisms. Their study encompasses
various facets including the frequency and evolution of the usage of Solidity error-handling
features, the types of error-handling misuses, and the evolution of such misuses over time.
Olsthoorn et al. (2022) propose an approach for automating the generation of test cases
to effectively cover SR statements within smart contracts. They devise an interprocedural
fitness function to measure how far a test case is from satisfying the conditions in SR state-
ments, thereby guiding the test case generation process. In contrast, our work delves deeply
into issues stemming from real-world practices and incorrect uses of SR statements. We
analyze different types of faults in using SR statements and common strategies adopted by
developers to fix the faults. Additionally, we assess the ability of existing smart contract
security analyzers in detecting the vulnerabilities caused by misusing SR statements.

Liao et al. (2023) propose SmartState, a technique for detecting SR faults in Solidity
contracts through state-dependency analysis. These vulnerabilities occur when malicious
attackers exploit the SR mechanism to revert transactions when outcomes don’t meet their
expectations, thus gaining an advantage. Specifically, SmartState examines SR faults from
a perspective different from ours. It focuses on the attacker’s side-how attackers exploit the
SR mechanism to trigger transaction rollbacks when outcomes are unexpected. In Smart-
State’s scenarios, the victim contract may not contain SR statements or might be safe despite
using them. EOSafe (He et al. 2021) and WASAI (Chen et al. 2022) also detect the roll-
back attacks based on symbolic execution and fuzzing, respectively. However, these two
techniques are specifically designed for smart contracts in WASM language, and they only
consider vulnerabilities that are caused by attackers maliciously rolling back the transaction
to gain profits. In contrast, our study investigates faults arising from the misuse of SR state-
ments within the victim contracts themselves. We systematically classify SR faults into 17
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distinct categories. Additionally, we identify 12 different strategies for fixing these faults.
By doing so, we provide a more comprehensive understanding of SR faults in smart con-
tracts, thereby helping to improve their security and reliability in blockchain applications.

When a transaction runs out of gas during execution, it causes the contract state to revert,
which can lead to security vulnerabilities. These gas-related vulnerabilities are related to
SR faults. Several studies, including eTainter (Ghaleb et al. 2022), Madmax (Grech et al.
2018), and Gas Gauge (Nassirzadeh et al. 2022), examine gas-related vulnerabilities. Mad-
Max (Grech et al. 2018) is a static analysis tool for detecting gas-focused vulnerabilities.
It combines a control-flow-analysis-based decompiler with declarative program-structure
queries to identify high-level domain-specific concepts related to gas-related vulnerabilities.
eTainter (Ghaleb et al. 2022) is a taint analysis approach for detecting gas-related vulner-
abilities. This tool is built on the key insight that gas-related vulnerabilities stem from con-
tract codes depending on data items that are either provided or manipulated by the contract
users. Compared with gas-related vulnerabilities, we study SR faults from the perspective
of misusing state-reverting statements in smart contracts.

3 RQ1:Prevalence

In this section, we first measure the prevalence of SR statements in real-world smart
contracts.

3.1 Data Collection

To investigate the prevalence of SR statements, we analyze the most recent large-scale dapp
dataset DAPPSCAN-SOURCE (Zheng et al. 2024) (as of October 2024), which contains
21,457 Solidity files from 682 dapps. We choose DAPPSCAN-SOURCE (Zheng et al.
2024) for its comprehensive and publicly available collection of verified Solidity contracts
from popular dapps. Its size (21,414 contracts) and diversity ensure statistically significant
findings reflecting current development practices. Several existing works (Li et al. 2024a,
b; Eshghie et al. 2024; Chen et al. 2025) have also used DAPPSCAN-SOURCE as their
experimental dataset. From this dataset, we successfully retrieve 21,414 verified Solidity
files, with 1,858,717 lines of code (LOC) in total and an average of 86.8 LOC per file.
Table 1 provides the basic statistics of the 21,414 contracts. We exclude 5,374 interface
contracts and 786 abstract contracts, of which the functions are not implemented. After
removing them, our dataset contains 15,254 unique smart contracts, which we use for a
detailed examination of SR statements.

Table 1 Summary of the Dapp Metric Value
Contract Dataset Total Solidity Files 21,414
Total Interface Contracts 5,374
Total Abstract Contracts 786
Total Contracts for Analysis 15,254
Total Lines of Code (LOC) for Analysis 1,858,717
Average LOC per File 121.9
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3.2 Results

To answer RQI, we identify all the SR statements in the 15,254 contracts and compute
the code density of these statements. Following existing practices (Hu et al. 2021; Cheng
et al. 2024), we identify SR statements using an open-source Solidity parser (Solidity-parser
2024) built on top of a robust ANTLR4 grammar, extracting all require and if...
revert instances while excluding comments and strings to avoid false positives. Follow-
ing existing practices (Yuan et al. 2012; Harty et al. 2021), we compute code density for SR
statements as LOC/LOS, where LOC is the lines of code of a contract and LOS is the lines
of SR statements. Similarly, we compute the code density for general-purpose if state-
ments and if. . .throw statements for comparison. It is worth mentioning that we only
count the lines that involve conditions in the if statements, not their bodies. Besides, we
separately analyze general-purpose if, if...throw, and if...revert statements.
When an i f statement is used with throw or revert, we do not consider it as a general-
purpose if statement since it is used to revert state changes.

Finding 1 In our analyzed smart contracts, SR statements (49.7%) occur more frequently
than general-purpose 1 f statements (34.1%).

Table 2 presents the detailed results. The #Contracts (Ratios) column shows both the num-
ber of contracts containing each statement type and their corresponding percentages in the
dataset. The #Statements column lists the total number of each statement type in the dataset.
The Code Density column shows the average code density per contract for each type, calcu-
lated by dividing the total lines of code by the number of each statement type in the dataset.
As shown in the table, SR statements are more frequently used than general-purpose if
statements. Of the 15,254 contracts, 7,580 (49.7%) contain SR statements, with a break-
down of 6,899 (45.2%) contracts containing require statements, 703 (4.6%) containing
if...revert statements, and 68 (0.4%) containing i f. . . throw statements. Compar-
atively, 5,197 (34.1%) contain general-purpose i f statements. On average, there is one SR
statement per 42.1 lines, while general-purpose i f statements appear once per 54.5 lines.
Understanding the semantic and functional roles of SR statements is important for assess-
ing their security impact in Solidity smart contracts. As our analysis in RQ2 (Section 4) will
show, SR statements are predominantly employed for enforcing security-critical constraints,
such as authority verification and various validity checks. For instance, 13.1% of SR state-
ments perform address authority checks, ensuring that only authorized entities can execute
sensitive operations. Validity checks, including number range and address verification, pro-
tect contracts by validating inputs and preventing invalid state interactions. These purposes

Table 2 Distribution and Density  Statement Type # Contracts # Code
of Different.Types of Conditional (Ratios) Statements  Density
Statements in Smart Contracts SR statement 7,580 (49.7%) 44,103 4.1
- require statement 6,899 (45.2%) 42,419 40.5
-if...revert 703 (4.6%) 1,684 49.3
statement
if...throwstatement 68 (0.4%) 416 4,468.1
General-purpose i f 5,197 (34.1%) 34,130 54.5
statement
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highlight the pivotal role of SR statements in maintaining security properties beyond their
widespread adoption. For a comprehensive taxonomy and detailed discussion of these pur-
poses, please refer to Section 4 (RQ2).

Finding 2 The percentage of contracts containing SR statements dropped from 94.3% in
2021 to 49.7% in 2024, likely due to modular design practices and increased use of external
libraries. However, the frequency of using SR statements within contracts remains steady,
indicating their continued importance for security enforcement in specific contracts.

Interestingly, compared to the data from our conference paper (Liu et al. 2021), we observe
a significant drop in the percentage of contracts containing SR statements. Our previous
work (Liu et al. 2021) analyzed 3,866 contracts, finding that 3,647 (94.3%) contained SR
statements and 3,399 (87.9%) contained general-purpose if statements. However, in our
analysis of 15,254 contracts in this journal extension, only 49.7% contain SR statements
and 34.1% contain general-purpose if statements. One possible reason for this shift could
be the trend toward increased modularity (Modularity, the way forward to building defi
systems 2023; Customization and dynamic structuring of smart contracts in solidity 2023).
Specifically, the average lines of code (LOC) for Dapp contracts dropped from 763.5 in
2021 (Liu et al. 2021) to 121.9 in 2024. This suggests that developers are increasingly split-
ting functionality across multiple smaller contracts instead of combining everything into
a single monolithic contract. This modular approach improves code readability, reduces
coupling, and enhances maintainability. By dividing functionalities across various contract
files, developers may avoid duplicating logic and, as a result, reduce the need for SR state-
ments within individual files.

Another key factor is the growing reliance on external libraries that encapsulate valida-
tion logic. For instance, the use of OpenZeppelin (Openzeppelin 2024), a popular library
providing secure contract implementations, has increased significantly. In 2021, 1,332 out
of 3,667 contracts (36.3%) imported OpenZeppelin libraries. In 2024, the percentage rises
to 50.6% (7,725 out of 15,254 contracts). OpenZeppelin includes built-in validation checks
(e.g., require statements) within its functions and modifiers, such as onlyOwner in the
Ownable contract or overflow checks in SafeMath. As a result, contracts using these librar-
ies can leverage pre-built security mechanisms without needing to implement redundant SR
statements.

Furthermore, the average number of modifier definitions per contract has decreased from
2.70 in 2021 (9,895 modifiers across 3,667 contracts) to 0.38 in 2024 (5,774 modifiers
across 15,254 contracts). This suggests that developers are defining fewer custom modifiers,
likely because they are increasingly using modifiers provided by libraries like OpenZep-
pelin. For example, instead of writing a custom onlyOwner modifier, contracts can inherit
from Ownable and use the library’s implementation.

Despite the drop in the percentage of contract files containing SR statements, for con-
tracts that still include SR statements, the density of SR statements remains stable - 42.1 per
contract in 2024 compared to 49.7 in 2021. This consistency indicates that developers still
rely heavily on SR statements to enforce conditions in smart contracts and ensure the secu-
rity of the blockchain applications. Although the raw count of SR statements has decreased,
the overall validation coverage is maintained or improved due to the adoption of secure
libraries and modular design. Therefore, the decrease in SR statement usage does not imply
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reduced security but rather a shift toward more efficient and secure development practices
leveraging well-tested external solutions.

Finding 3 SR statement density moderately correlates with contract complexity, particu-
larly in terms of size and structural complexity.

We further examine the relationship between SR statement density and contract complex-
ity through correlation analysis. Following established methodology (Hegediis 2018), we
analyze six key complexity metrics: SLOC (Source Lines of Code), LLOC (Logical Lines
of Code), CLOC (Comment Lines of Code), NF (Number of Functions), WMC (Weighted
Method Complexity), and NL (Nesting Level). SR density is calculated as the ratio of SLOC
to SR statements. We evaluate both Pearson and Spearman correlations (Pearson 1920;
Spearman 1961) to capture linear and non-linear relationships, respectively. We visualize
the results through scatter plots in Fig. 2. Our analysis reveals that SR density demon-
strates significant correlation with structural complexity metrics, e.g., SLOC (Spearman p
=0.44), WMC (p=0.39), and NL (p=0.49). This indicates that more complex contracts sys-
tematically incorporate more safety checks. The relatively low correlation with NF (Pearson
7=0.12, Spearman p=0.36) suggests that SR implementation is driven more by control flow
complexity than function count. The weak correlation with CLOC (Pearson 7=0.18, Spear-
man p=0.51) indicates that SR usage decisions are largely independent of documentation
practices.

These findings suggest that developers naturally increase safety checks as contract com-
plexity grows, though not linearly. The stronger Spearman correlations compared to Pearson
values indicate a non-linear scaling pattern that SR density grows more rapidly in moder-
ately complex contracts but plateaus in very large ones. This pattern highlights potential
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gaps in SR coverage for highly complex contracts, suggesting opportunities for automated
tools to enforce more comprehensive safety checks.

Finding 4 0.40% of our analyzed smart contracts are still using the deprecated i f. ..
throw statements, which may cause unnecessary financial loss to users.

As explained in Section 2.1.3, 1 f. . throw statements can also help revert contract states
but using them would incur additional costs of gas, thereby causing unnecessary financial
loss to the contract users. As a result, require and if. . .revert statements are intro-
duced in Solidity 0.4.10 as replacements and if. .throw is officially deprecated since
Solidity 0.4.13 in 2017. However, our analysis reveals that 68 contracts (0.40%) still use
if...throw statements (in 2021, this percentage was 8.6% (Liu et al. 2021)). Further-
more, six smart contracts (0.04%) use a mix of 1 f...throw and require statements.
To understand this phenomenon, we examine the Solidity versions used in 15,254 contracts.
The result shows that 153 contracts (1.0%) still use Solidity versions older than 0.4.10.
These contracts can only use the deprecated 1f. . .throw statements to revert contract
states, potentially causing unnecessary gas costs to users who interact with these contracts.

Answer to RQ1: SR statements are more frequently used in smart contracts than general-purpose %f
statements. The percentage of contracts containing SR statements has decreased from 2021 to 2024,
likely due to the modular design of contracts and the frequent uses of external libraries. However, SR
statement density within contracts that involve SR statements remains steady.

Implication: SR statements play an essential role in assuring the correct execution of transactions.
Researchers working on smart contract quality assurance and security analysis should pay more attention
to such statements as inappropriately using them may lead to abnormal contract behaviors or financial

losses.

4 RQ2: Purpose

In this section, we investigate the SR statements to understand the purposes of using them
in real-world smart contracts.

4.1 Analysis Process

To understand the purposes of using SR statements, we manually analyze the collected
smart contracts with the following two steps:

Statement selection Given that the dataset contains 44,103 SR statements, manually ana-
lyzing all of them is impractical. For our study, we randomly select 381 of these SR state-
ments, which represent the entire set with a confidence level of 95% and a 5% margin of
error. These 381 SR statements comprise 406 clauses in total.

Purpose identification To analyze the purpose of these 381 SR statements, we follow the
open coding procedure (Seaman 1999) to create a taxonomy inductively using a bottom-up
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approach. Two authors examine all sampled SR statements and their corresponding con-
tracts to understand the purposes of using these SR statements. Specifically, they conduct
two rounds of labeling of the 381 sampled statements, refining the taxonomy by alternating
between categories and SR statements. When there are labeling conflicts, a third author is
invited to participate in the discussion and resolve the differences. Through independent
labeling and group discussions, we refine the taxonomy from our previous work and obtain
the final results, which are then checked and confirmed by all authors. During the process,
we use Cohen’s Kappa score (Cohen 1960) to measure inter-rater agreement in the two
rounds of labeling. In the first round, the score is 0.72. In the second round, the score reaches
0.92, demonstrating a much stronger agreement between the authors on the taxonomy.

4.2 Purpose taxonomy

Table 3 presents our identified purposes of using SR statements. As we can see, the purposes
are organized into two categories, each of which is further divided into subcategories. In our
previous work (Liu et al. 2021), we identified seven main purposes: Authority Verification
(Address Authority Check, Token Verification) and Validity Check (Logic Check, Range
Check, Overflow/Underflow Check, Arithmetic Check, Address Validity Check). This study
extends the Validity Check with five new subcategories: Boolean State Variable Check,
Function Return Value Check, Element Existence Check, Type Validation Check, and Con-
sistency Check. Furthermore, we merge the following two subcategories of the Address
Authority Check category: Equal to a specific address and Within a specific address list. The
reason is that these two kinds of checks essentially serve the same purpose. It is also worth
noting that all of the subcategories in the taxonomy are mutually exclusive, meaning that a
clause in an SR statement can be classified into only one of them. To facilitate understand-
ing, Table 3 provides illustrative examples collected from our dataset. In the following, we
discuss the findings of this study.

Finding 5 SR statements are commonly used to perform ten types of authority verifications
or validity checks.

Table 3 Purposes of using SR statements in smart contracts

Category ~ Subcategory Description Tllustrative Example Count Ratio
Verify whether a contract address is authorized, require (nsg. sender == .
Address Authority Check ven e ' ’ 4 € 53 13.1%
Authorit i.c., has permission for further operations. address (nonFungibleContract)) ;
uthority
e Check whether a given token ID is authorized, i.c,  require(_exists(tokenId), :
Verification  Token Verification nether a : 4 6 15%
whether it is within the mappings of addresses. "Query for nonexistent token");
Check whether the value of a numeric variable falls  require(underlyingBalance > 0,
Number Range Check v v v quire( ying 153 37.7%
within a specific range. "Not have any liquidity deposit");
‘Address Validity Check Check whether a contract address is valid. require (owner 1= address(0)); 55 135%
Verify the validity of the value of specific boolean
Boolean State Variable Check e Y ) P require(!_mintingFinished); 50  12.3%
state variables using logical operators.
alidi - — - —— Toquire(token() - transterFron(isg. ;
Z‘;‘L‘:‘(‘V Function Return Value Check  Check the return value of a specific function call. a3 "2 B9EH [ ERInehar Mot e 12 103%

Check if the variable’s value exceeds the range of
Overflow/Underflow Check ) require((z = x + y)>= x); 24 59%
its declared data type

Verify the existence and proper initialization of a require(lookup[chainId] != bytes32(0)

Blement Existence Check . R . 12 3.0%
required entry (such as an ID or mapping key).  + 'LayerZero: chainld does not exist");
Tyme Validation Check Ensures that a variable or input matches its require(coverCurr == "ETH", "Pool: N
'ype Validation Checl expected type Unexpected asset type"); e
Verify the alignment of properties between two require(records.length == values.
Consistency Check N e prop 4 € 4 10%

items by comparing their corresponding values. length, "Input lengths must match);
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Authority Verification 59 of the 406 clauses in the 381 SR statements are for Authority Veri-
fication, aiming to check whether a given contract address or token ID is authorized by the
contract owner for the sake of security:

—  Address Authority Check verifies if a given address is authorized. There are two methods
for performing address authority checks. The first method compares the given address
to a specified address for equality. The second method checks if the given address is
included in a list of authorized addresses. This subcategory accounts for 13.1% of SR
statement clauses.

— Token Verification involves checking whether a given token ID is authorized. Tokens
are value counters stored in a contract, represented as mappings of addresses to account
balances. Token verification determines if the token ID exists within these mappings.
1.5% of the clauses in the 381 SR statements perform token verification.

Validity Check 347 of the 406 clauses in the 381 SR statements are for validity checks.
0Generally, validity checks are performed to examine if certain runtime values are valid,
i.e., satisfying pre-defined conditions. Unlike the static validity checks performed by SMT-
Checker (Smtchecker and formal verification 2024) at compile time, SR statements enforce
runtime condition checks, serving as a critical safeguard for validating external inputs whose
correctness cannot be statically verified. For example, the require statement at line 4 in
Listing 4 checks a condition using now to get the current time, which cannot be analyzed by
SMTChecker at compile time. We observe eight sub-categories of validity checks:

—  Number Range Check determines whether a numeric value falls within a specific range
or equals an expected value. This is the largest category, with 37.7% of SR statement
clauses falling into it.

— Address Validity Check ensures a contract address is valid. It differs from the address
authority check discussed earlier, which verifies if an address is authorized (an autho-
rized address must be valid, but a valid address may not be authorized). A common
check in this subcategory examines whether a contract address equals address (0) in
an Ether transfer function. If an Ether transfer is allowed to the address zero, the Ether
would be irretrievably lost. To prevent such scenarios, address validity checks are cru-
cial. These checks constitute 13.5% of SR statement clauses.

— Boolean State Variable Check uses logical operators to verify the current value of a
Boolean state variable within a program’s execution flow. This represents the third larg-
est category, comprising 12.3% of SR statement clauses.

—  Function Return Value Check verifies the return value of a specific function call. These
checks commonly appear in SR statement conditions, particularly when validating
results from low-level function calls. 10.3% of SR statement clauses belong to this
subcategory.

—  Overflow/Underflow Check determines whether a runtime value fits within the allowed
boundaries of a data type. This check constitutes 5.9% of SR statement clauses. It is
worth noting that the above-mentioned number range checks are different from the over-
flow/underflow checks here. The ranges in the number range checks are application-
specific, whereas the value boundaries of a data type are prescribed.
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—  Existence Check verifies the presence of a specific element, record, or value within a
data structure or system before proceeding with further operations. It ensures that a
required entry (such as an ID or mapping key) exists and is properly initialized, prevent-
ing potential errors or security risks associated with non-existent or uninitialized data.
This subcategory accounts for 3.0% of SR statement clauses.

— TDype Validation Check ensures that a variable or input conforms to an expected type
before further execution. It makes up 1.7% of SR statement clauses.

— Consistency Check verifies that the properties of two different items are aligned by
comparing their corresponding values. This subcategory accounts for 1.0% of SR state-
ment clauses.

— Arithmetic Check examines whether the value of a variable violates common constraints
in arithmetic operations, such as division by zero or modulo zero. These checks are
less frequent compared to the above categories, accounting for 1.0% of SR statement
clauses.

From the results, we can see that number range check, address validity check, and address
authority check are the most common purposes of using SR statements in smart contracts,
with boolean state variable check and function return value check being the fourth and fifth
most frequent purposes, respectively. It shows that developers primarily use SR statements
to ensure that inputs remain within safe boundaries and meet logical conditions. This aligns
with Solidity documentation (Solidity error handling: Assert, require, revert and exceptions
2024), which recommends using SR statements for input validation. While our study con-
firms the common usage of SR statements, it also reveals additional usages of SR state-
ments (e.g., Boolean State Variable Check), which are not highlighted in the documentation,
offering a more comprehensive taxonomy for understanding developers’ diverse motiva-
tions for using SR statements. Besides, the prominence of address authority and validity
checks underscores the importance of verifying trusted entities and valid addresses, which
is essential in a decentralized environment where contracts interact with various accounts
and external contracts.

Answer to RQ2: SR statements are commonly used to perform authority verification and validity
checks, many of which involve security-critical constraints.

Implication: Since SR statements often check the runtime status of smart contracts against security-
critical constraints, it is crucial to ensure the proper use of such statements. Future research can focus
on studying the vulnerabilities induced by various misuses of SR statements and proposing detection or
repair techniques to combat such vulnerabilities.

5 RQ3: Fault Types

Our first and second RQs reveal that SR statements are frequently used in smart contracts to
perform authority verification and validity checks, many of which involve security-critical
constraints. Given the pivotal role of SR statements in smart contracts, understanding their
associated faults is important. RQ3 focuses on understanding the categories, distribution,
and security impacts of faults induced by various misuses of SR statements, which we refer
to as state-reverting faults (SR faults).
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5.1 Data Collection & Fault Analysis

To collect SR faults, we analyze the relevant code commits submitted to open-source smart
contract projects on GitHub. Specifically, we aim to construct a dataset containing pairs of
SR faults and their corresponding fixes from the commit histories of Ethereum smart con-
tract repositories on GitHub.

5.1.1 Mining GitHub Repositories

We start with the top 1,000 smart contract repositories on GitHub, according to their number
of stars, which is an indicator of project popularity and impact. We use the GitHub search API
(Github rest api 2022) to search the repositories to look for commits that contain changed
Solidity files and the concerned code changes include adding, deleting, or modifying SR
statements. Specifically, we use the query language:Solidity extension:sol
path:*.sol to identify commits modifying lines with require, revert, or throw.
The search process returns 4,335 commits. After excluding irrelevant commits using the
following three rules, we retain 1,896 commits for further analysis.

—  The change includes only adding/deleting files. 1t is unlikely that such file-level changes
are made to fix SR faults, which essentially arise from improper condition checking or
error handling.

— The changed lines of code (LOC) in a file is over 200 lines. Such a change is likely a
composite change that contains complex modifications more than a bug fix, making it
very difficult to pinpoint and isolate the code related to SR faults for our study.

— The commit contains only typo fixing. These commits solely address typographical
errors in the code or documentation. They do not involve functional changes, logic
alterations, or bug fixes.

We then sample 320 commits for manual review to identify patterns in commit messages
that may indicate the presence of SR faults in the code. We determine the sample size
based on a confidence level of 95% and a 5% margin of error (Junk 1999) to ensure that the
selected commits provide a robust representation of the population of all the 1,896 commits.
After sampling, two authors conduct a detailed review of these 320 commits, examining
cases where SR statements are added, deleted, or modified to fix bugs. This review includes
an analysis of both commit messages and code differences. Specifically, checking commit
messages helps us identify commits that likely address SR faults by revealing developers’
intent through keywords and phrases (e.g., ”fix,” ”bug,” “revert”), while analyzing code dif-
ferences verifies that these commits involve actual changes to SR statements, ensuring their
relevance to our study. After reviewing these 320 commits, we observe that the following
keywords in the commit messages are highly correlated with SR faults: fix, check, optimize,
improve, require, revert, and assert. These keywords, alone or in combination, indicate SR
fault fixes. We then use them for filtering the remaining 1,696 commits. A commit is kept
only if its commit message contains any of the above keywords (case-insensitive and we
perform keyword matching after stemming). After conducting the keyword search, we are
left with 537 commits.
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5.1.2 Refining Dataset

After the previous filtering steps, the extracted commits may still contain noises unrelated
to SR faults, such as code refactoring, functionality improvement, or gas optimization. To
refine the dataset, two of the authors further filter the extracted commits through manual
analysis. Specifically, for each commit, they check the available data, including the commit
message, project specification, relevant audit reports, issue reports, pull requests, code, and
developer comments, and exclude commits unrelated to the fixing of SR faults. Any con-
flicts that arise during this process are discussed and resolved by introducing another author
as an arbitrator. To assess the agreement between the two authors during the process of To
assess the agreement between the two authors during the process of refining the dataset, we
use Cohen’s Kappa score (Cohen 1960) as the indicator. The « value for the dataset refine-
ment process is 0.82, indicating almost perfect agreement. Finally, after the refinement step,
our dataset contains 301 commits.

5.1.3 Manual Labeling

We conduct a manual review of the refined dataset to label each entry with its appropriate
fault type based on symptoms and to identify fixing strategies. Three authors are involved
in this process. We adopt the open coding procedure, a widely used data labeling methodol-
ogy (Seaman 1999; Stol et al. 2016; Chen et al. 2021), to classify and label the commits. The
process comprises three steps.

Individual Classification Two authors with over four years of experience in smart contract
research participate in this process. They follow the open coding procedure to inductively
create categories for SR faults by analyzing the extracted commits. Specifically, the two
authors read and analyze the commits multiple times to understand the context of faults.
They provide descriptive phrases to indicate the fault symptoms and how a fault is fixed.
During this process, they retrieve all available information of each commit, including the
commit message, code, developer comments, pull requests, issue reports, audit reports, and
project specification (if any). Additionally, they consult external resources to aid in the man-
ual labeling process, including the SWC registry (Swc registry 2024), which is widely used
by developers and researchers to classify smart contract weaknesses, and the EEA Speci-
fication (Eea ethtrust security levels specification 2024), a guideline for reviewing smart
contracts from a security perspective. They also refer to several academic papers (Zhang
et al. 2023; Zhou et al. 2023; Ghaleb and Pattabiraman 2020) to establish the categories.

Next, the two authors construct taxonomies for SR faults by grouping similar ones into
categories. This grouping process is iterative, as they continuously refine the taxonomies by
going back and forth between categories and commits. If there is any ambiguity or uncer-
tainty about a commit, they mark it for further discussion. Similar to the earlier dataset
refinement step, we also adopt Cohen’s Kappa score «( Cohen 1960) to measure the agree-
ment between the two authors. The « value for the first round of classification is 0.47, sug-
gesting a moderate level of disagreement (Cohen 1960).
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Discussions for Resolving Conflicts In some cases, there are ambiguities in classifying faults
between the two authors participating in the above individual classification process. To
resolve these differences, a third author with over four years of experience in smart contract
research is invited to join discussions and analyze the conflicting cases. For each conflict-
ing case, the three authors would engage in discussions until a consensus is reached. After
resolving conflicts arising in the individual classification process, the three authors settle on
a coding schema, which guides the classification in the following iterations. Leveraging the
agreed coding schema, the two authors go through all the commits again to ensure that all
the buggy-fixed pairs are selected and classified based on the agreed schema. The x value
for the second classification round is 0.78, which is much higher than the first round, indi-
cating a greater degree of agreement on the classification and labeling results (Cohen 1960).

Iterative Reviews for Reaching Agreements Following the second round of classification,
the three authors convene to discuss and review all cases where agreement has not yet been
reached. During these discussions, any remaining labeling conflicts are thoroughly analyzed
and resolved. This iterative process continues until consensus is achieved for all commits,
ensuring that there are no unresolved labeling conflicts. Once all cases have been agreed
upon, the final labeling results are reviewed and approved by all authors of this paper, con-
firming the robustness and reliability of the classification process.

Following our methodology, we classify 278 out of 301 commits into 17 distinct SR fault
types and identify common fixing strategies for each type. The remaining 23 commits pose
classification challenges due to either complex, intertwined code changes within single files
that are difficult to isolate or insufficient contextual information (commit messages, com-
ments, or project specifications) for fault analysis. While we exclude these complex cases
from our taxonomy to ensure clarity and reliability, we acknowledge that this could poten-
tially introduce bias if these cases represent a unique category of SR faults. To address this
limitation, we provide detailed documentation of these cases and have made our complete
dataset publicly available for further research (The material for this study 2024).

5.2 Results of Fault Categorization

Finding 6 We observe 17 SR fault types, indicating the diversity of SR faults in smart
contracts.

Following the methodology presented in Section 5.1, we identify 17 SR fault types. Table 4
presents all the identified types of SR faults in smart contracts. Among these faults, Inte-
ger underflow/overflow, unprotected Ether withdrawal, unchecked call return value, and
reentrancy adhere to the definitions in the SWC registry (Swc registry 2024). Atomicity
violation, erroneous accounting, and ID uniqueness violation are inherited from Zhang et
al.’s work (Zhang et al. 2023). Note that for SWC 123 Requirement Violation (Swc 123:
Requirement violation 2024), the definition suggests two possible issues when a require-
ment is violated: 1) A bug exists in the contract that provides the external input; 2) The con-
dition used to express the requirement is too strong. The first situation is out of our scope,
as we focus on faults in contracts containing SR statements rather than those providing
external inputs. The second situation, while falling into the scope of our work, fails to reveal
the specific causes of the faults. Therefore, we divide the concerned faults in our dataset into
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Table 4 Summary of SR Fault Fault Type SWC # Faults

Types in the
GitHub
Dataset

Integer Underflow/Overflow 101 Swc 101: Integer 67
overflow and underflow
(2024)

Unprotected Ether Withdrawal 105 Swc 105: Unpro- 59
tected ether withdrawal

(2024)
Unchecked Call Return Value 104 Swe 104: Un- 38
checked call return
value (2024)
Missing Zero Address Check - 33
Reentrancy 107 Swc 107: Reen- 27
trancy (2024)
Temporal Property Violation - 13
Consistency Violation - 9
Resource Sufficiency Violation - 8
Missing Account Type - 6
Verification
Atomicity Violation - 3
Time Constraint Violation - 3
Non-asset-related Unauthorized - 3
Access
Lack of Property Check for - 3
External Call
Erroneous Accounting 123 Swc 123: Require- 3
ment violation (2024)
Excessive Slippage 123 Swc 123: Require- 1
ment violation (2024)
Number Rounding Error 123 Swe 123: Require- 1
ment violation (2024)
ID Uniqueness Violation - 1

three different types, namely, erroneous accounting, excessive slippage, and number round-
ing error, in order to provide a more granular classification of faults based on their underly-
ing causes. This detailed classification not only aids in understanding the exact nature of an
SR fault, but also provides developers with targeted guidance for mitigating these issues.
Additionally, well-defined fault types enable automated tools to detect and categorize faults
more effectively, ultimately leading to improved contract reliability and security. In the fol-
lowing, we introduce each of the 17 SR fault types one by one.

Integer Underflow/Overflow (UO) An overflow or underflow occurs when an arithmetic
operation produces a value that exceeds the maximum or minimum value of a data type.
This can happen due to missing or improper range checks. Identifying the extreme values
that can trigger these issues is challenging, especially in complex operations. It is the most
common type of faults in our dataset and there are in total 67 such SR faults. The Solid-
ity compiler has addressed integer underflow/overflow issues since v0.8.0 in 2020 through
built-in checks and the SafeMath library (Solidity v0.8.0 breaking changes 2020). However,
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many older contracts still in use may be vulnerable (Li et al. 2024). In 2023, integer under-
flow/overflow issues remain to be the second most common type of smart contract vulner-
abilities (Owasp smart contract top 10 2023). Moreover, some developers may choose to
implement their own arithmetic functions for optimization purposes, bypassing compiler
checks (for example, by using the unchecked keyword (Li et al. 2024)). In such cases,
understanding and addressing potential overflow/underflow issues remains essential.

1 contract Voting {

2 function createProposal(bytes32 proposalHash) external {

3 proposals [proposalCount] = Proposal(proposalHash, uint128(block.number - 1));

4 proposalCount += 1;

5 }

6 function vote(uinti28 votingPower, uint256 proposalld, Ballot ballot) public {

7T o+ require (proposals [proposalld].created != 0, "Proposal does not exist");

8 proposals [proposalld].votingPower += votingPower;

9

10 function executeProposal(uint256 proposalld, address[] memory targets, bytes[] memory
calldata){

11 for (uint256 i = 0; i < targets.length; i++) {

12 (bool success,) = targets[i].call(calldatal[il);

13 require(success, "Call failed");}

14 delete proposals[proposalld];

15 }

16 1}

Listing 2: A temporal property violation example

Unprotected Ether Withdrawal (UE) Smart contracts often involve transactions of crypto
assets (like tokens and NFTs) between entities (such as contract addresses or users). It is
crucial to perform permission checks during these processes to verify the authorization and
legitimacy of participants. When proper permission checks for Ether transfers are absent,
it is called unprotected Ether withdrawal. This vulnerability can be exploited by unauthor-
ized attackers to gain contract ownership or withdraw valuable assets without permissions,
leading to significant financial losses. There are 59 such SR faults, making UE the second
most common type.

Unchecked Call Return Value (UC) Solidity provides low-level call methods that oper-
ate on raw addresses, such as address.call () and address.delegatecall ().
These low-level methods do not raise exceptions and only return false when an exception
occurs. Without verifying the return value of such a call, if the call fails unintentionally or
if an attacker forces the call to fail, it can result in unexpected behavior in the subsequent
program execution. Therefore, it is important to verify the return value of these low-level
functions to handle potential failures. The lack of checking the return value of low-level
functions is referred to as unchecked call return value. This fault type is the third most com-
mon in our dataset.

Missing Zero Address Check (ZA) The zero address (0x0) is a special address in Ethereum.
Obtaining the private key of the zero address account is cryptographically considered impos-
sible. Thus, the zero address acts like a black hole. Any tokens sent to it cannot be recovered.
If a zero address check is not performed for critical addresses (e.g., the ownership address,
the token transfer address, etc.), contract ownership or transferred tokens could be lost for-
ever. Thus, it is crucial to conduct a zero address check to ensure the destination address is
not the zero address. This type of fault is referred to as missing zero address check.
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Reentrancy (RE) A reentrancy attack occurs when a function makes an external call to an
untrusted contract, and then the untrusted contract makes a recursive call back to the origi-
nal function, potentially breaking the atomicity of the function execution. The reentrancy
attack is one of the most destructive attacks in Solidity smart contracts. The most well-
known reentrancy attack, the DAO attack (Understanding the dao attack 2023), resulted
in a loss of 60 million US dollars. Our GitHub dataset contains 27 instances of reentrancy,
highlighting both the severity and prevalence of this type of vulnerabilities.

1 contract TokenSwap{

2 address public immutable WETH;

3 function estimateSwap(address beefyVault, address tokenIn) public view{
4+ checkWETH () ;

5 (, IUniswapV2Pair pair) = _getVaultPair(beefyVault);

6 bool isInputA = pair.tokenO() == tokenIn;

7 require (isInputA || pair.token1() == tokenIn);

8 (uint256 reserveA, uint256 reserveB,) = pair.getReserves();

9 (reserveA, reserveB) = isInputA ? (reserveA, reserveB) : (reserveB, reserveld);
10 ¥

11+ function checkWETH() public view returns (bool isValid) {

12+ isValid = WETH == router.WETH();

13 + require(isValid, "WETH address not matching Router .WETH(");}

14 3

Listing 3: A consistency violation example

Temporal Property Violation (TP) Smart contracts often encapsulate temporal properties
within their business logic, i.e., the functions involved in a business flow need to be invoked
in a specific order. Take a decentralized autonomous organization (DAO) contract as an
example (Listing 2 An temporal property violation example 2024). The complete business
flow involves creating a new proposal, voting on the proposal, and executing the proposal if
enough votes are received. Each proposal should follow this life cycle. This process requires
the correctness and validity of certain critical states within a business flow to ensure its
normal execution. For instance, it is necessary to check whether a proposal has already been
created before proceeding with voting and execution. However, developers may forget to
check the correct value of state variables during a part of the business flow, or they may
incorrectly set the value of state variables. This can lead to a violation of the temporal prop-
erty of a business flow, giving malicious attackers opportunities to exploit it, such as voting
on a non-existent proposal. We refer to this type of fault as temporal property violation. A
comprehensive understanding of the contract’s business logic is essential for identifying and
fixing such SR faults.

Consistency Violation (CV) A consistency check determines whether the values of the prop-
erties of two different items are equal. For example, in a token swap contract(Listing 3), a
consistency check should verify that the current WETH address matches the WETH address
of'a Uniswap router. This check ensures the contract’s environment aligns with its expecta-
tions. We refer to the improper use of a consistency check as a consistency violation.

Resource Sufficiency Violation (RS) It is often necessary to check for adequate resources
(e.g., gas or balance) to complete a transaction or operation within a smart contract. This
ensures smooth execution and prevents potential runtime errors due to insufficient resources.
For example, many smart contracts involve asset transfers between accounts. Before exe-
cuting a transfer, it is essential to check that the sender has sufficient balance. Additionally,
it is necessary to ensure that there is a sufficient amount of resources to be traded or oper-
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ated. In smart contracts involving asset trading, such as NFT trading, ensuring that the trade
amount does not exceed the quantity of available assets is critical. Otherwise, overselling
could occur, negatively affecting the profit of the participants. In our GitHub dataset, we
observe eight cases of resource sufficiency violations, where developers fail to properly
check resource sufficiency, resulting in undesirable consequences.

Missing Account Type Verification (MA) The Ethereum platform provides two types of
accounts: externally owned accounts (EOAs) and contract accounts. EOAs are controlled
by Ethereum users with private keys, and can only be used for Ether transfers. In contrast,
contract accounts are smart contracts that can perform various actions, such as transfer-
ring or creating new tokens. Both types of accounts have an associated Ethereum address.
When performing operations linked to Ethereum addresses, developers should determine
the account type (Liao et al. 2023). This is particularly crucial in decentralized finance
(DeFi) applications. For instance, it’s essential to verify that tokens involved in swaps and
other transactions are smart contracts adhering to token standards like ERC-20, rather than
wallet addresses. We refer to the lack of such checks as missing account type verification.

1 contract Machine{

2 function rentMachine(address _pendingRenter, uint256 _startTime, uint256 _endTime,
uint256 _price) public onlyOwner {

3 require (_pendingRenter != address(0));

4 + require(now <= _startTime && now <= _endTime && _startTime <= _endTime);

5 rentalPrice = _price;

6 pendingRenter = _pendingRenter;

7 ¥

8 )

Listing 4: A time constraint violation example

1 contract Referral{

2 function isCircularReference(address referrer, address referee) internal returns(bool){

3 address parent = referrer;

4 for (uint i; i < levelRate.length; i++) {

5 if (parent == referee) return true;

6 parent = accounts[parent].referrer; }

7 return false;

8 }

9 function addReferrer (address payable referrer) internal {

10 + require (!isCircularReference (referrer ,msg.sender), "Referee can’t be in referrer’s
upline");

11 Account storage userAccount = accounts[msg.sender];

12 Account storage parentAccount = accounts[referrer];

13 userAccount .referrer = referrer;

14 parentAccount.referredCount = parentAccount.referredCount.add(1);

15

16 1}

Listing 5: A non-asset-related unauthorized access example

Atomicity Violation (AV) Multiple business flows, or transaction sequences, may interleave
and interfere with each other by accessing the same state variables (Zhang et al. 2023). Cer-
tain business flows require business-level atomicity, which ensures that specific state vari-
ables can be accessed by only one business flow at a time. Failing to adhere to this atomicity
is known as atomicity violation (Zhang et al. 2023).

Time Constraint Violation (TC) Certain smart contracts incorporate business flows that
include time constraints, meaning that the execution of specific functions must adhere to
a set timeframe, or the function call will not succeed. For example, in a contract shown in
Listing 4 (An example of fixing others faults by adding a timestamp check 2018), it man-
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ages the usage of a machine. The rentMachine function is used to allow the contract
owner to rent out a machine by specifying the rental period (start and end time). For success-
ful machine rental, it is important to verify that the rental period starts after the current time
and ends after the start time. However, the original function fails to restrict the selection of
a past rental period or an illogical time frame in which the start time exceeds the end time,
thereby permitting the booking of a machine for an invalid duration. The improper setting
of time constraints is called time constraint violation.

Non-asset-related Unauthorized Access (NU) Access control restricts permissions on who
can call a smart contract function. Lack of access control on asset-related functions can
lead to serious consequences, providing malicious attackers with opportunities to invoke
functions without authorization, like draining assets from a contract account. Apart from
unauthorized access to asset-related functions, many other non-asset-related functions
necessitate access control, such as assigning contract ownership or identifying qualified
participants. The absence of access control in these non-asset-related functions can also
result in severe consequences. We refer to it as non-asset-related unauthorized access. Such
unauthorized access control cases are not directly related to asset transfer operations (e.g.,
token or Ether transfers) or explicit code destruction operations (e.g., selfdestruct), thus
making them difficult to detect. For instance, in Listing 5 (An example of fixing access con-
trol faults by adding a blacklist address check 2023), the contract includes a referral system
that rewards those who introduce new referees. However, the original contract does not have
a check to confirm that a new referee is not one of the referrers, thus violating the integrity
and fairness of the referral system.

1 contract MultiAMBErc20ToErc677{
2 function relayTokens (ERC677 token, address receiver, uint256 _value) internal {
3+ uint256 balanceBefore = token.balanceOf (address(this));
4 setLock (true);
5 token.transferFrom(msg.sender, address(this), _value);
6 setLock(false);
7 + uint256 balanceDiff = token.balanceOf (address(this)).sub(balanceBefore);
8 + require (balanceDiff <= _value);
9 - bridgeActionsOnTokenTransfer (token, msg.sender, receiver, _value);
10 + bridgeActionsOnTokenTransfer (token, msg.sender, receiver, balanceDiff);
11 }
12 3
Listing 6: A lack of property check for external call example
1 Contract Vault{
2 uint256 public totalAmountDeposited = 0;
3 uint256 internal constant RATIO_MULTIPLY_FACTOR = 10%%6;
4 function provideLiquidity(uint256 amount, uint256 minOutputAmount) external nonReentrant{
5 require (amount > 0, ’Cannot stake zero token’);
6 uint256 receivedETokens = getNrOfETokensToMint (amount);
7+ require (receivedETokens >= minOutputAmount, "Insufficient Output");
8 totalAmountDeposited = amount + totalAmountDeposited;
9 _mint (msg.sender, receivedETokens);
10 require(stakedToken.transferFrom(msg.sender, address(this), amount));
11 }
12 function getNrOfETokensToMint (uint256 amount) internal view returns (uint256) {
13 return (amount * RATIO_MULTIPLY_FACTOR) / (1 * RATIO_MULTIPLY_FACTOR);
14 }
15 )

Listing 7: An excessive slippage example

Lack of Property Check for External Call (LP) Smart contracts enable cross-contract calls,
which allow a contract to interact with other deployed contracts. This feature is useful for
retrieving information from another contract or executing a function in another contract.
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However, when performing an external call, the external function is uncontrollable, and the
return data is thus not guaranteed. Therefore, to avoid any unexpected behavior, developers
need to check the return data from the external call. In practice, developers may assume that
the external function is benign and neglect to check the return data. We refer to such a fault as
lack of property check for external call. One example is shown in Listing 6 (Property check
for external call example 2021). The developers initially overlook the potential fee deduction
from the external call token.transferFrom (line 5) and directly send the input token
amount for further execution. This could lead to a loss on the contract owner’s side.

Erroneous Accounting (EA) Smart contracts often involve formula calculations, particularly
in those scenarios with complex business models like decentralized finance (DeFi) applica-
tions. These formulas, used for calculating interests, yields, and so on, can be quite intricate.
They involve complex arithmetic operations with multiple variables and are prone to errors.
The incorrect implementations of underlying business model formulas are called erroneous
accounting (Zhang et al. 2023). While such faults may seem minor, they can result in sig-
nificant financial losses (Defi money market compound overpays millions in comp rewards
in possible exploit 2021). Therefore, when dealing with complex business model formulas,
developers need to exercise caution to prevent erroneous accounting.

Excessive Slippage (ES) Slippage refers to the difference between the price a user expects to
pay or receive for buying or selling tokens and the actual price at which the transaction is
executed. A major cause of slippage is the mismatch between demand and available liquid-
ity (the volume of buy and sell orders at a given time). In centralized exchanges, slippage
occurs when the order book cannot fulfill the trade request at the initial price, thus requiring
moving up or down the book to complete the trade. For example, if the liquidity of a traded
asset is insufficient or the spread across the order prices is uneven and irregular, it results in
price slippage. Different from centralized exchanges, decentralized exchanges use liquidity
pools instead of spread order books. Here, slippage happens when the liquidity pool lacks a
sufficient quantity of the paired tokens. In practice, traders are usually allowed to set up the
maximum allowed slippage (slippage tolerance) for their trades to prevent significant losses
due to slippage. Consider an example in our dataset (Listing 7 Slippage protection example
2022). When adding liquidity to a pool, the calculated number of tokens, representing the
amount of asset deposited, must be greater than or equal to a specified minimum. If not,
the transaction will be reverted to prevent unexpected slippage. For such cases, developers
should properly implement SR statements, as otherwise price slippage will happen.

1 contract Tranche{

2 uint128 public valueSupplied;

3 function prefundedDeposit (address _destination) public{

4 (uint256 shares, uint256 usedUnderlying, uint256 balanceBefore) = position.

prefundedDeposit (address (this));

5 uint256 holdingsValue = (balanceBefore*usedUnderlying)/shares;

6 - require (valueSupplied<=holdingsValue);

7T+ require (valueSupplied<=holdingsValue + 2); //The +2 allows for small rounding errors

8 uint256 adjustedAmount;

9 if (valueSupplied>0 && holdingsValue>valueSupplied) {

10 adjustedAmount = usedUnderlying-((holdingsValue-valueSupplied)*usedUnderlying)/
interestSupply;

11 } else {

12 adjustedAmount = usedUnderlying;}

13 valueSupplied = uint128(valueSupplied+adjustedAmount);

14 interestToken.mint (_destination, usedUnderlying);}

15 ¥

Listing 8: A number rounding error example
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Number Rounding Error (NR) Solidity only supports integers, while floating-point or fixed-
point numbers are not supported. If not carefully designed, the precision loss in the integer
division may accumulate and result in unexpected contract states. For example, consider a
tranche contract (Number rounding protection example 2021) shown in Listing 8. This con-
tract allows users to deposit an underlying token and rewards them with interest and a differ-
ent principal token reflecting their share in the tranche (function prefundedDeposit).
If floating-point arithmetic is used to calculate the payout (line 6), improper handling of
these calculations can cause a loss of precision. This could result in unfair distributions,
potentially harming the benefits of participants. Since number rounding errors are inherent,
contract developers should handle these calculations properly (line 7) to prevent precision
loss from floating-point arithmetic. This will help avoid unfair distributions or potential
fund loss for individuals or the host.

ID Uniqueness Violation (IlU) Many contracts involve operations where an entity (such as a
user or contract account) manages an asset (like an NFT token) (Zhang et al. 2023). Depend-
ing on the contract’s specifications, a unique ID field may be required to represent an entity
or asset. For instance, in a lottery contract, each lottery ticket should have a unique number
ID. If developers do not ensure the uniqueness of this ID field, it results in double pay-
ment to lottery winners. By definition, when a contract’s function involves implementing
non-fungible tokens or assets with a uniqueness feature, developers should be particularly
vigilant about /D uniqueness violation.

5.3 Relevance and Security Impact of SR Faults

The above observations are made by studying only the GitHub dataset. To validate the
relevance and investigate the security impact of our identified SR fault types, we further
extract SR faults of our identified types from audit reports published from Oct 2023 to Oct
2024 on Codedrena (Codedrena 2024), a leading smart contract auditing platform. Using
Code4rena data is a common practice in smart contract research (Zhang et al. 2023; Xi
et al. 2024; Sun et al. 2024). Following Zhang et al.” work (Zhang et al. 2023), we evaluate
exploitable vulnerabilities using Codedrena’s severity ratings, given the platform’s estab-
lished reliability. Specifically, we collect SR faults for fault types not covered by the SWC
registry or where the number of faults is fewer than 10 in our GitHub dataset. This ensures
that our findings can extend beyond public repositories of open-source projects. Moreover,
Codedrena employs a comprehensive tagging system that categorizes vulnerabilities into
three severity levels: high, medium, or low. Such a classification allows for a precise evalu-
ation of the potential security impact associated with SR faults.

To collect issues related to SR faults on Code4rena, we use specific keywords and labels
to filter bug reports. We design a set of search keywords that match the characteristics of
our interested SR faults. These keywords are listed in Table 5. We apply them to filter audit
reports on Codedrena based on two essential criteria:

— Categorized under security-relevant labels. Codedrena allows auditors to label bugs

by type and severity. We focus on labels indicating critical contract behavior, including
“high severity” and “medium severity”. We exclude “low risk and non-critical” issues
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and “gas optimization” issues. This ensures that the identified issues are impactful and

related to contract security.

—  Contain recommended mitigation steps. The suggested fix allows us to understand the
fault and validate that the fault is an SR fault. We exclude issues lacking recommended
mitigation information for our analysis. For issues with mitigation steps, we thoroughly
review their description, proof-of-concept, and suggested fixing strategy or developers’
fixes to confirm they are SR faults.

Finding 7 Although most SR faults (83.3%) are medium-risk, high-risk issues like exces-
sive slippage and unauthorized access pose serious threats to asset security. This demon-

strates the need for stronger protection of contracts against SR faults.

With the above process, we collect 42 SR faults. These faults are collected from 99 audit
reports dated from Oct 2023 to Oct 2024. Table 5 shows that 7 of these faults are classi-
fied as high-risk (Code4rena github repository 2024), which can cause significant security
breaches, including direct theft or loss of assets. The remaining 35 faults are categorized
as medium-risk (Codedrena github repository 2024). While these medium-risk issues may
not directly threaten assets, they could affect contract functionality or availability. Among

Table 5 Searching Keywords
and Results for SR faults on
Codedrena

“#High” indicates the number
of faults tagged as “High risk”.
“#Mid” indicates the number

of faults tagged as"Medium
risk". “#Total” refers to the total
number of faults in this category

Fault Type

Keywords (Case-Insensitive)

#High #Mid #Total

Consistency
Violation
Resource
Sufficiency
Violation
Missing Ac-
count Type
Verification
Atomicity
Violation
Time
Constraint
Violation
Non-asset-
related Un-
authorized
Access
Lack of
Property
Check for
External
Call
Erroneous
Accounting
Excessive
Slippage
Number
Rounding
Error

ID Unique-
ness
Violation

consistency, consistent/
inconsistent

sufficient/insufficient, exceed

account type, EOA

atomicity

timing, time constraint

access control

return value

accounting, incorrect
calculation

slippage

rounding

unique/uniqueness, ID

0 3 3
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the faults, the most frequently occurring issues are Excessive Slippage, with 18 instances,
including 2 high-risk cases. This suggests that slippage errors, although often classified as
medium risk, have the potential to critically affect asset transfers, leading to substantial
losses if slippage tolerance limits are improperly enforced. Resource Sufficiency Violation
is the next most common fault type. We observe a total 9 such faults and the issues are all
considered to have a medium risk. Another notable fault type is Non-asset-related Unau-
thorized Access, with 2 high-risk instances, reflecting the importance of access control to
prevent unauthorized interactions with contracts.

Answer to RQ3: SR faults in smart contracts are diverse, encompassing 17 distinct types. Most SR
faults not included in SWC' are medium-risk faults. However, there also exist some high-risk SR faults
like excessive slippage and unauthorized access, which can pose significant threats to asset security.

Implication: The diversity of SR fault types and the presence of high-risk issues underscore the im-
portance of targeted protection mechanisms for critical SR checks. Future research should prioritize
the development of automated tools to identify and mitigate high-risk SR faults, especially those that
directly impact asset security.

6 RQ4:Fixing Strategies

This section presents an empirical analysis of smart contract fault fixes in real-world appli-
cations. We aim to identify and categorize repair strategies observed in practice, providing
a descriptive account of current approaches. While we focus on documenting and classify-
ing existing approaches rather than evaluating their effectiveness, this analysis can serve
as a foundation for future research on best practices and automated repair techniques. Spe-
cifically, we summarize the fixing strategies for each fault type using both the GitHub and
Code4rena datasets. We identify 12 fixing strategies through a systematic open coding pro-
cedure (Seaman 1999). Two authors independently analyze code diffs from 1,896 commits
that addressed SR faults in Solidity smart contracts. They examine changes such as adding
new checks, modifying existing conditions, or removing unnecessary SR statements, allow-
ing patterns to emerge organically from the data. These changes are grouped into prelimi-
nary categories and iteratively refined through repeated analysis and discussion. In cases
of ambiguity, a third author is consulted to ensure consensus. This process continues until
all observed fixes could be classified under a distinct strategy, resulting in a comprehensive
and reliable set of common fixing practices. The Cohen’s Kappa score (Cohen 1960) for the
process is 0.88, indicating almost perfect agreement. We detail these identified strategies
and demonstrate some real-world examples of faults along with their corresponding fixes.
Figure 3 presents the distribution of fixing strategies for each type of SR faults. The X-axis
represents each fault type. The Y-axis shows the frequency of each fixing strategy.

Finding 8 We identify 12 common strategies for addressing SR faults. These strategies vary
according to the specific faults. The most common strategies are fixing logical comparison
checks and adding whitelist address checks, accounting for 35.3% and 17.8% of all the
studied fixes, respectively.

Add mutex lock In 19 out of 27 reentrancy issues, mutex locks are added to vulnerable code

snippets to place a lock on the smart contract state. This locking mechanism prevents the
function from being called repeatedly before the first call is completed.
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Change state update statement position In the remaining eight of the reentrancy issues,
the corrective action involves adjusting the order of state updates within the functions.
This ensures that all state changes precede external calls, adhering to the checks-effects-
interactions pattern (Checks-effects-interactions pattern 2024) and eliminating reentrancy
opportunities.

Add low-level call return value check All 38 cases of unchecked call return value are fixed
by introducing checks that verify the success of the call. This ensures that if the call fails,
the entire transaction is reverted to maintain contract integrity.

Add whitelist address check 55 instances of unprotected ether withdrawal faults are fixed
by implementing whitelist checks. These checks ensure that only addresses authorized by
the contract logic can initiate transfers, thus preventing unauthorized withdrawals. For
example, when performing fund transfer operations, SR statements should be implemented
to verify if the msg. sender is authorized to carry out the operations. In a transfer-
Batch function (Unprotected ether withdrawal exapmle 2021), which handles asset trans-
fers, an SR statement “require (msg.sender == owner) ;” is added to ensure only
the contract owner can invoke the functions.

Add blacklist address check Additionally, four fixes for umprotected ether withdrawal
involve validating whether the user is blacklisted. Non-asset-related unauthorized access
faults are also fixed by adding missing blacklist address checks. For example, in List-
ing 5, where the contract manages a referral system that rewards the referrer for bringing
in new referees, a check “require (!isCircularReference (referrer, msg.
sender) ) ;" is added in the addRe ferrer function. This function records new referees
and their corresponding referrers. Without this check, a referee could potentially become
their own referrer (either directly or indirectly) through a series of referrals, leading to an
exploitable loop where rewards could be unfairly generated. This check ensures that the new

Addmutexlock 0 0 0 019 0 0 0 0 3 0 0 0 0 0 O O

Change state update statementposion 0 0 0 0 8 0 0 0 0 0 0O 0O 0 O O O O 60
Add low-level call return value check 0 0 E 000O0OO0OOOOOOOOOD

Add whitelist address check 0 000O0OO0OO0OO0OOO2O0O0O0OO0OD 0

> Add blacklist addresscheck 0 4 0 0 0 0 0 0 0 0 0 3 0 0 0 0 O 2
‘% Fix logical comparison check 00 0O0OO1700O0O0OO0OS5193 2

é Add zero addresscheck 0 0 O | 000O0O0OOOOOOOD - 30
E Fix state bariable propertycheck 0 0 0 0 0 13 0 0 0 0 0 O O O 0 O O

Fix time constraintcheck 0 0 0 0 0 0 0 0 0 0 56 0 0 0 0 O O -20

Add external call return valuecheck 0 0 0 0 0 0 0 0 0 0 0 O 56 0 0 O O
Add address typecheck 0 0 0 0 0 0 0 0 7 0 0 O O O O O O
Add consistencycheck 0 0 0 0 0 012 0 0 0 0 0 0 O O O O
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Fig. 3 Fixing strategies for SR faults
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referee is not one of the referrers, thus preserving the integrity and fairness of the referral
system.

Fix logical comparison check Fixing logical comparison checks is a common strategy for
remedying SR faults, including adding logical comparison checks, modifying logical com-
parison checks, and deleting logical comparison checks. The purpose behind these checks
can vary depending on the fault addressed. Excessive slippage faults can be resolved by
adding logical comparison checks. Take the vault contract (referenced in Listing 7)
for instance. In the original version, it lacks a check to ensure that the number of eTo-
kens received meets the minimum amount anticipated by the liquidity provider (min-
OutputAmount). This could result in situations where users receive fewer eTokens
than expected due to slippage or fluctuations in the conversion rate between the initiation
and execution of the transaction. Developers address this by adding a require statement
(line 7) that checks if the number of eTokens to be received is at least the minOutpu-
tAmount specified by the user. This is a common practice in DeFi platforms to protect
users from slippage. This check is essential to ensure that users’ deposits are not under-
valued due to market instability or manipulation. Erroneous accounting faults and number
rounding error faults can also be mitigated by implementing logical comparison checks.
These checks serve as safeguards against accounting mistakes and number rounding errors.
For example, the number rounding error in Listing 8 is fixed by correcting the logical com-
parison check within a require () statement (line 7). This adjustment introduces a small
tolerance (+2) to accommodate minor rounding errors during the calculation of the holding
value. It is also the primary strategy for fixing underflow/overflow issues.

Add zero address check Adding a zero address check is a prevalent strategy in the miss-
ing zero address check faults. Developers fix this kind of faults by adding zero address
checks for critical addresses. For example, in this contract (Zero address check example
2021), it manages a reward system that claims reward tokens and sends them to the users.
In the original contract, users could delegate to the zero address (address (0) ), which
could result in the loss of governance rights, as delegating to the zero address is essentially
equivalent to burning the rights or rewards. The developer addresses this issue by adding
the require (delegate!= address (0)) check to the function, ensuring the dele-
gate parameter is not the zero address. This fix helps to maintain the integrity of the reward
system and ensures that the delegation of rewards or voting rights is done deliberately.

Fix state variable property check Issues in temporal property violation can be addressed by
correcting property checks. For example, the code snippet in Listing 2 presents a simplified
version of a voting contract (An temporal property violation example 2024). This voting
contract facilitates a voting system where proposals are created, voted on, and executed if
certain conditions are met. It includes three main functions: createProposal, vote,
and executeProposal. The createProposal function is designed for creating new
proposals. The vote function allows token holders from specified voting vaults to cast
their votes on active proposals. If a proposal has sufficient votes and is valid (matches the
proposal hash), the contract attempts to execute the proposal. These three functions reflect
the temporal property of the contract and should be executed in sequence to align with a
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proposal’s life cycle. However, the original contract violates the temporal property of a pro-
posal in the vote function. It allows votes on non-existent proposals or on proposals that
have already been executed or expired without checking the created property. To address
this, developers add anew require () check in line 7 to ensure that votes can only be cast
on proposals that have been properly created. This prevents participants from interacting
with proposals that have not been initialized or have been removed, which could potentially
lead to unexpected outcomes or wasted gas if the function calls are made to non-existent
proposals. Thus, it maintains the integrity of the voting process, ensuring the contract’s cor-
rect temporal property, and guarantees a fair and reliable governance mechanism.

Fix time constraint check Time Constraint Violation faults are addressed by correcting time
constraint verification. For example, in a machine contract (Listing 4), which manages the
usage of a machine, a function rentMachine is intended to allow the contract owner to
rent out a machine. The original function does not prevent setting a rental period in the past
or an illogical timeframe where the start time is after the end time. To fix this, developers
add a timestamp check to ensure that the current time (now) is before or equal to the start
time startTime andthe starttime startTime isless or equal to the end time end-
Time. This ensures the rental period is set for a valid and upcoming timeframe, preventing
the renting out of a machine for an invalid time duration.

Add external call return value check Lack of property check for external call faults are typi-
cally corrected by introducing return value checks for external calls. An example is shown
in Listing 6. This contract is designed for a token bridge scenario where tokens from one
network are locked in a contract and a corresponding amount is minted or unlocked on
another network. The relayTokens function is designed to relay tokens from a user to
another contract while ensuring that the correct amount, after fees, is transferred. In the orig-
inal contract, there is no consideration for tokens that deduct a fee. If such a token is used,
the amount received by the contract would be less than the value specified, because the
fee would be subtracted during the transfer. To address this, the developers introduce a new
check at line 8 that accommodates the possibility of fee deduction. The new check ensures
that the increase in the contract’s balance (balanceDiff) does not exceed the transferred
value (_value) and the balanceDiff is then sent to the bridgeActionsOnToken-
Transfer function (line 10).

1 contract FixedRateExchange{

2 4+ function isContract(address addr) public view returns(bool){

3+ uint32 size;

4 + assembly {size := extcodesize(addr)}

5 + return (size > 0); }

6

7 function createExchagePairs(address datatoken, address[] memory addresses) external
onlyRouter returns (bytes32 exchangeld) {

8 require (addresses [0] != address(0), "Invalid baseToken: zero address");

9 + require (isContract (addresses [0]), "Invalid baseToken: EOA");

10 require (datatoken != address(0), "Invalid datatoken: zero address");

11 require (addresses [0] != datatoken, "Invalid datatoken: equals baseToken");

12 exchanges [exchangeId] = Exchange ({

13 datatoken: datatoken,

14 baseToken: addresses[0]

15 s

16 }

17 3

Listing 9: A missing account type verification example
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Add address type check Missing account type verification faults can be resolved by adding
or correcting the verification for an address to confirm it is a contract account address. Typi-
cally, this check is performed on an address before introducing new features or functions for
it, such as creating a new exchange pair for a token address. For example, in a decentralized
exchange (Dex) contract(Listing 9), it allows the creation of new exchange pairs between
a base token and a data token. The original contract does not have a mechanism to validate
if the base token’s address is a contract address. In the revised version, developers add a
check (the isContract function) to confirm if an address is a contract account address.
The boolean return value is then passed to a require () statement to prevent non-contract
account addresses. By including this check, developers ensure that only valid contracts can
be used as the base token in the exchange pair. This is vital to prevent potential errors or
attacks that could happen if a regular wallet address is used instead of a token contract.

Add consistency check Adding consistency check is a typical way to fix consistency viola-
tion faults. For example, in a token swap contract (Listing 3), it interacts with a Uniswap
V2 Router (Uniswap v2 router 2024) to facilitate token swaps between two tokens. The
Uniswap V2 router enables users to directly exchange ERC20 tokens through automated
liquidity pools, without the need for traditional market makers or order books. The original
contract assumes that the address stored in WETH aligns with the WETH address used by
the router. If these addresses do not match, the contract may not function correctly as it
would be using the wrong WETH address for swaps. To fix the fault, developers introduce
the checkWETH function as a prerequisite check. This function contains a require ()
statement to validate that the contract’s WETH address matches the WETH address of the
Uniswap router.

Answer to RQ4: To address SR faults, developers often use 12 different strategies tailored to specific
fault types. Among these strategies, the most prevalent ones are correcting logical comparison checks
(85.8%) and adding whitelist address checks (17.8%).

Implication: The variety of strategies for addressing SR faults highlights the complexity of ensuring
robust SR checks in smart contracts. This suggests that future work should focus on developing system-
atic guidance and automated tools to assist developers in selecting and applying appropriate SR fault

mitigation strategies, particularly for critical tasks such as logical validation and access control.

7 RQ5: Fault Detection Capability of Existing Tools

SR statements ensure transaction atomicity by determining whether state changes should
occur based on specific conditions. As SR statements often validate critical conditions,
faulty or missing implementations of these statements can expose contracts to severe
security risks. Besides, when improperly implemented, these statements can also lead to
unnecessary gas consumption. This combination of risks and complexities makes SR faults
particularly important to study. Although faults like reentrancy, integer overflow/underflow,
and access control have been widely studied (Di Angelo and Salzer 2019; Luu et al. 2016;
Jiang et al. 2018; Feist et al. 2019; Ren et al. 2021; Ghaleb et al. 2023; Chaliasos et al.
2024; Wu et al. 2024) and there exist various tools for their detection, it is unknown whether
these tools can perform well when they are applied to detect different types of SR faults.
It is important to investigate the existing tools’ performance in detecting SR faults as this
can shed light on future design or improvement of smart contract security analyzers. To this
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end, we investigate 12 state-of-the-art smart contract analyzers to evaluate their detection
capabilities for SR faults. We present this study below.

7.1 Tool Selection

To collect representative security analyzers for our study, we conduct a literature review.
We follow the widely-adopted guidelines (Brereton et al. 2007) to select the state-of-the-
art smart contract analyzers. First, we search papers published in top-tier conferences and
journals between 2016 and 2024. Ethereum, the first blockchain platform supporting smart
contracts, was launched in July 2015 (Ethereum launches 2015). To capture the earliest aca-
demic responses to this technological advancement, we select 2016 as the starting point of
our literature review. We extend the review through 2024 to include the most recent research
available at the time of this study. Specifically, we use contract and Ethereum as search
keywords and search for publications in all CORE A/A* journals/conferences in software
engineering and security fields with research codes: 4612, 4604, and 0803 (Field of research
code 2024). We collect 223 research papers as an initial paper list. We then read the abstract
of each paper and apply the following exclusion criteria to remove irrelevant papers:

— Not focusing on the Ethereum blockchain platform. We exclude papers that target other
blockchain platforms, e.g., EOS (Eos platform 2024), Hyperledger Fabric (Hyperledger
fabric 2015).

—  Empirical study, literature review, and measurement study papers. For example, Chen
et al. (2020) conduct a comprehensive survey that systematically studies faults, attacks,
and defenses of Ethereum systems security. Since such papers do not propose fault
detection techniques for Ethereum smart contracts, we consider them out-of-scope.

— Not aiming to detect smart contract faults. For example, Hu et al. (2021) propose a
technique to automatically generate user notice for Ethereum smart contract functions,
which is beyond the research scope of our work.

After applying the exclusion criteria, we have 53 papers closely related to detecting smart
contract faults. We then conduct a snowballing process (Wohlin 2014) to ensure that rel-
evant papers and academic tools that might have been missed during the keyword search
process are also included in our survey. This yields 21 additional publications related to
fault detection for smart contracts. In total, we collect 74 relevant papers.

Our goal is to select tools that are general, popular, and well-maintained. It allows for an
unbiased comparison of tool performance across different fault types and ensures that the
research conclusions are not overly tailored to a narrow problem domain (e.g., specific SR
faults). Based on the publications, we select tools by following these criteria:

—  Available and open-source. Access to the tool and its source code allows us to indepen-
dently evaluate the tools and understand their strengths and weaknesses in detecting
faults. With this criterion, we exclude 25 tools.

— No additional input needed. We focus on tools that accept source code or bytecode
directly. This enables a more direct comparison between tools that operate under similar
input conditions, ensuring a fair and meaningful evaluation of their capabilities. We
exclude tools like Horus (Ferreira Torres et al. 2021) and SmartState (Liao et al. 2023),
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which rely on transaction history to identify faults. We also exclude SCType (Zhang
2024), as it requires user annotations as input. Seven tools are excluded based on this
criterion.

— Support detecting at least one SR fault type. We exclude tools that do not detect SR
faults, as our goal is to assess tools’ capabilities in identifying such faults. 15 tools are
excluded based on this criterion.

— Support Solidity. As our dataset only contains contracts in Solidity, only tools that
support Solidity are considered. We exclude tools like EOSafe (He et al. 2021) and
WASALI (Chen et al. 2022). After this filtering, we retain 27 tools.

—  Well-maintained. We follow Chaliasos et al.’s definition (Chaliasos et al. 2024) of main-
tained tools as those that have developer commits within the past year. We exclude 12
inactively maintained tools based on this criterion'.

— Popularity and relevance. In the final step, we consider several factors that reflect the
tools’ impact, adoption, and relevance in the research community and among practi-
tioners to prioritize tools. Specifically, we investigate ® the number of SR fault types
supported by each tool, @ the number of citations on Google Scholar (Google scholar
searching engine 2024) (if a related paper exists), ® the number of GitHub stars the
project has received, and @ the tool’s publication year. We give equal weight to these
four factors.

Based on the above criteria, we end up with selecting the following tools: Contract-
Fuzzer (Jiang et al. 2018), sFuzz (Nguyen et al. 2020), SmarTian (Choi et al. 2021),
Oyente (Luu et al. 2016), Mythril (Mythril 2017), Maian (Nikoli¢ et al. 2018), Manti-
core (Mossberg et al. 2019), VeriSmart (So et al. 2020), Securify2 (Tsankov et al. 2018),
SmartCheck (Tikhomirov et al. 2018), Slither (Feist et al. 2019). These 11 tools fall into
three categories: fuzzing, symbolic execution, and static analysis. Additionally, large lan-
guage models have gained increasing attention in recent years and have been applied to
various fault detection tasks. For example, GPTScan (Sun et al. 2024) is a state-of-the-art
LLM-based tool that combines large language models with static analysis for smart contract
fault detection. As it supports at least one of our identified SR fault types, we also include it
in our experiments. Table 6 provides an overview of these tools.

Finding 9 The 12 tools that we study can support detecting only six of the 17 types of SR
faults, underscoring significant gaps in fault detection capabilities. While no single tool
can support detecting all six types of faults, Manticore, Securify2, Slither, and SmartCheck
demonstrate a broader coverage than their peers, each supporting four SR fault types.

As we can see from Table 6, the 12 tools support the detection of six SR fault types. Among
them, we observe that Manticore, Manticore, Securify2, Slither, and SmartCheck are capa-
ble of detecting most types of faults. Each one can identify four different types. Most tools
fail to detect the missing zero address check faults. In fact, the detection of such faults is not
complicated in most situations - it requires a check to ensure an address is not zero before a

't is worth noting that we include Oyente, SmartCheck, and ContractFuzzer despite their lack of active
maintenance. This is because they are still frequently used in evaluations of recent research (Li et al. 2024;
Chaliasos et al. 2024; Wu et al. 2024; Wang et al. 2024).
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significant operation, such as an Ether transfer. This underscores a common weakness in the
current smart contract security analyzers and is an area for improvement.

7.2 Performance of Existing Tools

To evaluate the tools’ performance on detecting the six types of faults in our GitHub dataset,
we perform experiments on a server equipped with 176 vCPUs (Intel(R) Xeon(R) Gold
6238 CPU @ 2.10GHz x4) and 251 GB RAM, running Ubuntu 20.04.6 LTS (64-bit). For
each tool, we select the latest version (see the “Tool (Version)” column in Table 6) for evalu-
ation and comparison. To ensure that the execution results are fair and stable, we follow the
default setting of each tool in our experiments. The detailed setting for the parameters of
each tool can be found on our GitHub repository (The material for this study 2024).

Following existing studies (Liu et al. 2019; Wang et al. 2022), we evaluate the fault
detection rate (FDR) and false positive rate (FPR) of the tools:

—  Fault detection rate (FDR). We leverage the buggy contract versions, each containing
one SR fault, to evaluate the fault detection rate of a tool ¢. For each fault, if a tool ¢
correctly identifies the fault in the buggy contract and does not report it in the patched
contract, we consider the reported warning a true positive. Otherwise, we consider that
the tool fails to detect the fault. We use (1) to calculate the fault detection rate for .

Table 6 Summary of smart contract security analysis tools

Tool (Version) Method # # Publication Fault Type
Citations ~ Stars UO UE UC ZA RE ES

ContractFuzzer  Fuzzing 230 776 ASE’18 (Jiang et al. v

(1.0) 2018)

sFuzz (ce87440) Fuzzing 269 87 ICSE’20 (Nguyen v v
et al. 2020)

SmarTian (1.0)  Fuzzing 112 139  ASE’21 (Choi et al. v / 4
2021)

Oyente (9dc0a9) SE 2508 1.3k CCS’16 (Luu et al. v / v
2016)

Mythril (0.24.3) SE / 3.8k White Paper Mythril v v v/ v
2017)

Maian (3965¢30) SE 555 742 ACSAC’18 (Nikoli¢ v
et al. 2018)

Manticore (0.3.7) SE 380 3.7k ASE’19 (Mossberg v /7 v
etal. 2019)

VeriSmart SE 91 167 SP20 (Soetal. 2020) v v/

(36d191e)

Securify2 SA 1058 580 CCS’18 (Tsankov v v/ 4

(def1e30) et al. 2018)

SmartCheck SA 785 356 WETSEB’18 (Tik- v v 7/ v

(7602010) homirov et al. 2018)

Slither (0.10.0) SA 577 5.2k  WETSEB’19 (Feist v v v /
etal. 2019)

GPTScan LLM 52 50  ICSE’24 (Sunetal. v/
2024)

In the “Method” column, “SE” stands for symbolic execution, “SA” for static analysis, and “LLM” for
LLM-based technique.
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— False positive rate (FPR). We leverage the patched contract versions to evaluate the
false positive rate of each tool. For each fault, if a tool ¢ reports a warning of the fault
when analyzing the patched contract version, we consider the warning as a false posi-
tive. We use (2) to calculate the false positive rate for ¢.

_ # True positives reported by t on buggy contract versions

FDR(t) 1

# Buggy contracts experimented on t

FPR(t) = # False positives reported by t on patched contract versions )
B # Patched contracts experimented on t @

Finding 10 Existing security analyzers show very limited capability in detecting SR faults,
collectively achieving a fault detection rate of 14.4%. Slither has the highest detection rate,
while nine tools fail to detect any faults.

Table 7 shows the fault detection rate of each tool (the second last column). The table shows
significant variability in the performance of the 12 evaluated tools, with many falling short
of expectations. Among the tools analyzed, Slither stands out, detecting the highest num-
ber of issues across multiple fault types, leading to a fault detection rate (FDR) of 15.3%.
SmartCheck detects 7 faults in the category unchecked call return value (UC), showing a
FDR of 3.7%. SmarTian detects 5 faults in the categories of unchecked call return value
(UC) and unprotected Ether withdrawal (UE), showing an FDR of 3.3%. Other conven-
tional tools like sFuzz and Oyente fail to detect any faults in our dataset. The LLM-based
tool GPTScan, which in theory supports the detection of excessive slippage faults, fails to
detect any case of the 19 excessive slippage faults in our dataset. Overall, the tool achieves
a detection rate of 14.4% (35 out of 243), which falls short of meeting the stringent security
needs of smart contracts.

Finding 11 The 12 evaluated tools exhibit low false positive rates (1.6%) when identifying
SR faults. Their poor performance is mainly due to the substantial false negatives.

Table 7 also shows the false positive rate of each tool (the last column). As we can see,
although these tools exhibit weak detection capabilities across all categories of SR faults,
they have a relatively low false positive rate (4 out of 243, 1.6%). We observe only four
cases of false positives from the detected SR faults, which are due to the over-approxima-
tion of Slither in the detection of reentrancy. Slither reports a contract exposing reentrancy
once an event is emitted after an external call (Detection documentation of reentrancy vul-
nerabilities by slither 2023). The heuristic can lead to false positives. Listing 10 shows an
example of the false positive cases reported by Slither. In the patched version, although
there is already an nonReentrant modifier in line 10, which contains a require ()
statement (line 3) to restrict the number of function callers at one time to prevent the reen-
trancy exploit, Slither still mistakenly considers it as vulnerable to reentrancy. The reason
is that in the patched contract, there is still an event emitted (line 17) after an external call
(lines 12-16). Therefore, Slither reports a false positive for such a case.
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Table 7 Summary of tool execution results
Tool Supported Faults ~ Fault Type FP FDR FPR
U0 UE UC ZA RE ES

ContractFuzzer 27 - - - - 0 - 0 0.0% 0.0%
sFuzz 94 0 - - - 0 - 0 0.0% 0.0%
SmarTian 153 3 2 - - 0 - 0 3.3% 0.0%
Oyente 153 0 0 - - 0 - 0 0.0% 0.0%
Mythril 191 0 0 0 - 0 - 0 0.0% 0.0%
Maian 59 - 0 - - - - 0 0.0% 0.0%
Manticore 191 0 0 0 - 0 - 0 0.0% 0.0%
VeriSmart 126 0 0 - - - - 0 0.0% 0.0%
Securify2 191 0 0 0 - 0 - 0 0.0% 0.0%
SmartCheck 191 0 0 7 - 0 - 0 3.7% 0.0%
Slither 157 - 6 5 5 8 - 4 153% 2.5%
GPTScan 19 - - - - - 0 0 0.0% 0.0%
Total 243 3/67 8/59 11/38 5/33 827 0/19 4 14.4% 1.6%

“FP” means the number of false positives

7.3 Tool Deficiencies Analysis

We observe that the tools generate high false negatives, indicating that they are far from
being practically useful for combating SR faults. To facilitate future research, we further
investigate the reasons behind the low fault detection rate.

We first identify and analyze the situations where the selected tools fail to analyze the
subject contracts or generate reports. Following the practices of existing work (Li et al.
2024), we investigate the number of contracts where the tool fails due to exceeding a time
limit and the number of contracts that could not be scanned due to compilation errors.

1 contract Loan{

2 bool private _notEntered = true;

3 modifier nonReentrant () {

4 require(_notEntered);

5 _notEntered = false;

6 =

7 _notEntered = true;

8 }

9 function acquireLoan(BaseWallet _wallet, bytes32 _loanId)

10 + nonReentrant {

11 require (cdpManager.owns (uint256 (_loanId)) == address(_wallet));
12 invokeWallet (address(_wallet), address(cdpManager),

13 abi.encodeWithSignature ("give (uint256 ,address)", uint256(_loanId), address(this))
14 ); // External call

15 }

16 ¥

Listing 10: An example of a cross-contract reentrancy fault

Finding 12 Timeout (24.4%) and compilation errors (33.8%) hinder the effective contract
analysis of the tools.

As demonstrated in Table 8, in total, only 41.8% (648 out of 1,552) of the contracts can be
executed successfully. Among the tools evaluated, GPTScan and VeriSmart perform best,
with success rates of 100.0% and 73.8%, respectively. Compared to dynamic execution and
static analysis tools, the LLM-based tool GPTScan excels with its freedom from timeout
issues and ability to operate without compilation. However, tools like sFuzz and Securify2
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Table 8 Analysis result of each tool

Tool Successfully ~ Execution Failure TP FN FDR Tool Limitation
Analyzed Timeout  Compilation 1P CC PP
ContractFuzzer  9/27 10 8 0 9 0.00% 7 - 2
sFuzz 0/94 36 58 0 0 N/A 0 - -
SmarTian 43/153 59 51 5 38 11.6% 12 - 26
Oyente 62/153 41 50 0 62 0.00% - 47 15
Mythril 94/191 60 37 0 94 0.00% - 53 41
Maian 44/59 3 12 0 44 0.00% - 12 32
Manticore 64/191 87 40 0 64 0.00% - 0 64
VeriSmart 93/126 0 33 0 93 0.00% - 55 38
Securify2 6/191 69 116 0 6 0.00% - 0 6
Slither 92/157 14 51 24 68 26.1% - 41 27
SmartCheck 122/191 0 69 7 115 5.7% - 67 48
GPTScan 19/19 0 0 0 19 0.00% - - 19

“Timeout” refers to contracts where the tool fails due to exceeding the time limit. “Compilation” refers
to the number of contracts that could not be scanned because of compilation errors. “TP” indicates the
number of true positives. “FN” indicates the number of false negatives. “FDR” is calculated by dividing
the number of true positives by the number of SR faults in successfully analyzed contracts. 2. “IP”, “CC”,
and “PP” stand for Inefficient Path Exploration, Lack of Support for Cross-Contract Analysis, and Over
Reliance on Unsound Pre-defined Patterns

significantly underperform, with sFuzz failing to scan any contract successfully and Secu-
rify2 successfully scanning only 6 out of 191 contracts. Compilation errors and timeouts are
major reasons of these failures. Compilation errors pose a significant challenge, especially
for Securify2, which fail to compile 116 contracts, severely limiting its effectiveness. Time-
out issues are particularly prevalent in tools like Manticore (87 timeouts) and SmarTian
(59 timeouts). Recent empirical studies corroborate these findings (Li et al. 2024; Wu et al.
2024).

The compilation process, a prerequisite for contract analysis, is a common point of fail-
ure. We observe that several tools are tightly coupled to specific Solidity compiler ver-
sions (Li et al. 2024), leading to incompatibilities with contracts developed using different
Solidity versions. For instance, Oyente is unable to analyze smart contracts with Solidity
versions higher than v0.4.19, while Securify2 is limited to Solidity versions between 0.5.x
and v0.6.x. Manticore fails to provide full support for certain opcodes with a Solidity ver-
sion greater than 0.4.x. Consequently, the limited support for Solidity versions leads to com-
pilation issues, preventing the tools from successfully scanning the contracts. Additionally,
some tools face challenges with intermediate representation compatibility. For example,
Securify2, which relies on the SlitherIR intermediate representation, faces challenges when
converting EVM bytecode to the static single assignment (SSA) form of SlitherIR.

Timeout is another significant issue. We use the default settings for each tool in our
experiment, and some tools like Manticore and SmarTian, frequently encounter timeouts.
For example, Manticore’s comprehensive emulation of the Ethereum environment, while
allowing for complex contract interactions, significantly increases computational overhead.
This results in a higher likelihood of timeouts compared to tools with more streamlined
execution models.

To isolate and analyze tool failures due to inherent algorithmic limitations in fault detec-
tion rather than simple compatibility issues, we calculate the Fault Detection Rate (FDR)
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(as shown in Table 8) based only on successfully analyzed contracts. This metric helps us
understand each tool’s true detection capabilities and algorithmic deficiencies. Our analysis
revealed obvious variations in fault detection effectiveness across different tools. Slither
demonstrated strong detection capabilities with a 26.1% FDR (24 true positives from 92
analyzed contracts), showcasing the efficacy of its pattern-based analysis. SmartCheck
showed moderate effectiveness with an 11.6% FDR (5 true positives from 43 contracts).
Oyente, Mythril, and Manticore achieved 0% FDR, suggesting fundamental limitations
in their detection algorithms rather than compatibility issues. Similarly, the LLM-based
GPTScan analyzed all 19 contracts but detected no faults (0% FDR). These findings indi-
cate that the primary challenge for most tools is their core detection mechanisms rather than
compatibility constraints.

Finding 13 Existing analyzers produce a significant number of false negatives when detect-
ing SR faults. The major limitations include inefficient path exploration (especially for fuzz-
ing techniques), lack of support for cross-contract analysis, and over reliance on predefined
patterns.

To understand why existing techniques perform poorly, we analyze all false negative (FN)
cases for each tool. Two authors independently examine each case by reviewing the smart
contract code, investigating the specific fault, and studying the tool’s detection logic and
documentation where available. A third author resolves any disagreements between the two
authors. Through this analysis, we identify three key limitations that affect the tools’ ability
to detect faults: inefficient path exploration, the lack of support for cross-contract analysis,
and the reliance on unsound pre-defined patterns. Table 8 shows the number of FN cases for
each tool due to different limitations.

Inefficient path exploration Many SR faults, such as overflow/underflow (UO) and exces-
sive slippage (ES), require specific conditions or transaction sequences to manifest. For
instance, an overflow/underflow fault might occur only when a variable exceeds its type
boundary after a series of arithmetic operations (e.g., Listing 11, where performRepu-
tationCalculation requires preconditions in prior functions to be satisfied). Fuzzing
tools like sFuzz and SmarTian rely on random or heuristic input generation, which often
fails to explore deep or conditional execution paths necessary to trigger these faults. These
fuzzing tools typically lack systematic path coverage due to their reliance on random input
generation, which is inefficient for contracts with complex logic or multi-transaction depen-
dencies. Besides, the generated test inputs may not be effective enough to trigger the fault
locations due to hard-to-satisfy preconditions. Consequently, many SR faults remain unde-
tected because fuzzing tools are unable to systematically navigate through the intricate and
conditional paths within the contract’s execution flow. As the faults are commonly related
to extreme value checks of variables and Ether transfer as discussed in Section 5, there is
often a set of preconditions (e.g., numerical operations of state variables, checks of the
identity of function callers) before reaching the vulnerable locations. For example, in a con-
tract in Listing 11, to trigger an integer overflow/underflow within the performReputa-
tionCalculation function, the analyzer needs to satisfy a set of data constraints in the
three functions preceding the performReputationCalculation function (i.e., the
require () statements at lines 15-17, 21, and 25), which cannot be satisfied by SmarTian.
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1 contract ReputationMiningCycle{
2 function respondToChallenge () public{
3 checkKey () ;
4 proveBeforeReputationValue ();
5 proveAfterReputationValue () ;
6 performReputationCalculation();
7
8 }
9 function performReputationCalculation() internal{
10 + if (amount + agreeValue < agreeValue) {
11+ require (disagreeValue == 2x%256 - 1);}
12 S
13 ¥
14 function checkkey () internal{
15 require (reputationLog[number].user == userAddress);
16 require (reputationLog[number].colony == colonyAddress);
17 require (reputationLog [number].skillId == skillId);
18 .
19 }
20 function proveBeforeReputationValue() internal {
21 require (impliedRoot == jrh);
22 .
23 }
24 function proveAfterReputationValue() internal {
25 require (jrh==impliedRoot);
26 L.
27 }
28 %

Listing 11: A complicated data constraint example

To address this limitation, targeted fuzzing strategies can be employed (Olsthoorn et al.
2022). These strategies focus on known critical paths and use constraint-based fuzzing to
generate inputs that are more likely to trigger state-reverting scenarios. Fuzzing can also
be combined with symbolic execution for systematic path exploration. Symbolic execu-
tion treats variables as symbolic expressions and solves constraints to reach deep code
locations (e.g., performReputationCalculation). To reduce its high computa-
tional cost, optimizations like path pruning (discarding infeasible paths) and state merging
(combining redundant states) can be applied. Another potential improvement direction is
feedback-driven input refinement. This involves implementing adaptive fuzzing with run-
time feedback through code coverage or variable value monitoring. For UO, inputs that
push variables toward type boundaries are prioritized. For ES, inputs are adjusted based on
slippage-related metrics (e.g., price deltas). Techniques like grey-box fuzzing (e.g., AFL-
style Afl fuzzer 2013) can iteratively refine inputs, increasing the likelihood of triggering
conditional faults without exhaustive enumeration.

Lack of support for cross-contract analysis SR faults such as reentrancy (RE), unchecked
call return value (UC), and lack of property check for external call (LP) often arise from
interactions between contracts, where the state or behavior of one contract can influence the
execution path of another. A classic example is reentrancy, where a malicious contract can
repeatedly call back into the vulnerable contract before state updates are complete. While
tools like Slither and Oyente can analyze individual contracts effectively, they struggle with
cross-contract vulnerabilities due to their isolated analysis approach. This limitation creates
a significant security gap, as they cannot detect issues that arise from complex interactions
between multiple contracts. To illustrate this, consider the acquireLoan function that
calls an external give function in Listing 10. Popular analysis tools like Oyente, Mythril,
and Slither miss potential vulnerabilities in this scenario due to their lack of inter-proce-
dural analysis capabilities. In contrast, tools like Manticore and Securify2 take different
approaches to address this challenge. Manticore provides comprehensive analysis by simu-
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lating the entire Ethereum environment, while Securify?2 treats all external calls as poten-
tially malicious.

The root causes are twofold. First, cross-contract analysis presents significant compu-
tational challenges. Tools must model complex interactions, including inter-contract call
graphs, state dependencies, and execution paths. In blockchain systems like Ethereum,
where contracts can interact with any address, the complexity grows exponentially. While
tools like Manticore attempt to address this through full environmental symbolic execution,
their performance overhead makes them impractical for analyzing large-scale systems. Sec-
ond, most analysis tools (including Slither, Oyente, and Mythril) focus on single-contract
analysis to maintain efficiency. Instead of tracking state across contract boundaries, they
rely on static pattern matching or limited symbolic execution within individual contracts. In
contrast, Securify?2 takes a conservative approach, treating all external calls as potentially
malicious. This improves detection of SR faults but increases false positives and reduces
precision. These different approaches show how tools must balance comprehensive analysis
against practical usability.

To address the limitation, future research can consider extending symbolic execution
engines for inter-contract modeling. This involves enhancing symbolic execution tools (e.g.,
Oyente, Mythril) to model inter-contract calls and track state dependencies across contracts.
To mitigate computational intensity, employ path pruning techniques (e.g., based on call
depth or relevance to SR statements) and limit analysis to critical external calls identified
via static pre-analysis. Another potential improvement direction is a hybrid approach that
combines heuristic analysis with dynamic verification would provide more robust results.
This method starts with static pattern detection to identify potential vulnerabilities, fol-
lowed by targeted dynamic analysis through fuzzing or symbolic execution to verify find-
ings. This layered approach balances efficiency with accuracy in detecting cross-contract
vulnerabilities.

Over reliance on pre-defined patterns Existing tools that adopt heuristic methods rely on
pre-defined patterns to identify faults. However, these patterns often fail to capture the com-
plexities of smart contract interactions, especially in sophisticated contracts with multiple
parties or intricate logic. For example, tools like Slither and Mythril use static analysis
with pre-defined patterns to detect Unprotected Ether Withdrawal (UE), such as missing
onlyOwner modifiers. However, these tools do not explicitly model token-related logic
in their vulnerability patterns. For instance, a token transfer function without access con-
trol might go undetected if the pattern does not account for token-specific operations (e.g.,
ERC-20 transfer). This limitation stems from an oversimplified heuristic that overlooks
domain-specific behaviors, leaving UE faults in token-based contracts hidden.

GPTScan also suffers from over-reliance on predefined patterns. To mitigate hallucina-
tions in large language models, it implements overly strict pre-defined patterns to identify
vulnerable functions. For example, it only selects functions containing specific terms like
“calculateSwap”, “calculateLiquidity”, “addLiquidity”, “removeLiquidity”, or “slipLimit”
for further verification of excessive slippage faults. This restrictive approach leads to a high
false negative rate. Securify2 detects unprotected Ether withdrawal faults by checking if the

call function, which transfers non-zero Ether, can be executed independently of the caller
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(msg. sender), meaning there’s no precheck on the msg . sender before transfer opera-
tions. However, in the buggy version of the example shown in Listing 12, the execution of
the call function (line 8) requires a precheck on the msg . sender’s account balance (line
3). That is, the execution of the call function depends on the function caller. This scenario
contradicts Securify2’s model of unprotected Ether withdrawal faults, which requires the
call function to be independent of the caller (msg.sender). Consequently, the fault
goes undetected.

Besides, inaccurate modeling of code elements in heuristic patterns can also result in
false negatives when detecting faults. When these elements are not modeled correctly,
the system fails to identify certain faults. For instance, our examination of sFuzz’s source
code reveals that it monitors only additions and subtractions for integer overflows while
ignoring multiplications. As a result, sFuzz cannot detect faults that involve multiplication
operations.

Therefore, code elements related to faults must be accurately and comprehensively mod-
eled to enable effective fault detection. Addressing over-reliance on pre-defined patterns
requires a shift toward adaptive, context-aware analysis. Tools could integrate domain-spe-
cific knowledge (e.g., token standards for Unprotected Ether Withdrawal, DeFi patterns for
excessive slippage) or employ dynamic techniques like symbolic execution (e.g., Manti-
core) to explore beyond static heuristics. While these improvements face scaling challenges,
they highlight the importance of systematic research to understand how faults evolve, bridg-
ing the gap between heuristic simplicity and real-world complexity.

contract KeepBonding{
function withdraw(uint256 amount, address operator) public{
require (unbondedValue [msg.sender] >= amount);

unbondedValue [msg.sender] -= amount;

require (unbondedValue [operator] >= amount);

require (msg.sender == operator || msg.sender == tokenStaking.ownerOf (operator));
unbondedValue [operator] -= amount;

(bool success, ) = tokenStaking.magpieOf (operator).call.value(amount)("");

require (success);

= O 00010 UL W N -
+ o+ o+

— =

Listing 12: A missing modeling of token feature example

Answer to RQ5: Our evaluation reveals that existing tools have very limited support for detecting SR
faults. They encounter serious usability issues (timeout and compilation errors) and exhibit substantial
false negatives when applied to analyze real-world SR faults. The primary reasons for the false negatives
include inefficient path exploration, lack of cross-contract analysis, and over reliance on pre-defined
patterns.

Implication: The limited detection capabilities and high false negative rates highlight the need for
more advanced security analysis tools specifically tailored for SR faults. Future research should focus on
developing tools with enhanced path exploration ability, support for cross-contract analysis, and robust
handling of complex contract structures to improve SR fault detection and mitigate security risks in

smart contracts.

8 Threats to Validity

The validity of our study results may be subject to several potential threats, which we have
carefully considered:
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Subjectivity of researchers A primary threat to validity lies in our manual classification and
labeling of purposes of using SR statements and the category of SR faults, which could be
subject to bias or errors. To mitigate this threat, we invite three individuals with over four
years of research experience in the field of smart contracts to conduct the manual check.
During the labeling process, two authors independently label buggy-patched contracts for
two rounds, and the third author is involved in resolving the conflicts. Any disagreements
are discussed during the process until a consensus is reached. Further details about our clas-
sification and labeling process can be found in Section 4 and Section 5.1.3. Besides, our
study provides a comprehensive taxonomy of SR faults and fixing strategies, but it does not
evaluate the effectiveness of these strategies. Future research should focus on assessing the
robustness and optimality of these approaches, potentially developing guidelines or auto-
mated tools that recommend effective fixes for specific fault types.

Selection and settings of security analysis tools Another threat to validity lies in the tools
used in the evaluation section. To mitigate potential selection bias, we conduct a compre-
hensive review of state-of-the-art tools. We consider multiple factors, such as the number of
supported vulnerability types, the impact of the paper and the GitHub project, and so on, as
outlined in Section 7.1. We select 12 popular, relevant, and available open-source tools for
evaluation. Due to the limited capabilities of existing tools, we are only able to perform tool
evaluations using 6 of the 17 identified SR fault types. Future research may focus on design-
ing automated solutions to detect the remaining 11 fault types via leveraging SR-specific
rules or techniques such as symbolic execution, allowing detection across the complete SR
fault taxonomy. Empirical studies can then make broader contributions by covering more
types of SR faults and a wider range of tools. The setup of these tools presents another
potential threat. To minimize execution bias, we follow the documentation and default set-
tings used in the tool papers. When execution issues arise, we actively communicate with
the tool designers to seek solutions.

Selection of data sources One threat to RQ1 is the lack of Solidity version stratification in
our longitudinal analysis. Our dataset includes 1% of contracts written in pre-0.4.10 Solid-
ity versions that use only 1 f. . .throw for state reverting. This version distribution shift
between 2021 and 2024 may have influenced the observed decline in SR statement usage.
Another potential threat to RQ2 lies in the use of random sampling to select the 381 SR
statements for manual analysis. While this approach ensures statistical representativeness
with a 9% confidence level and 5% margin of error, it may not guarantee proportional rep-
resentation across smart contract application domains. Consequently, our findings on SR
statement purposes could overlook domain-specific nuances in less common categories.
Nevertheless, our current strategy adheres to established methodological standards, which
help provide a robust foundation for our findings. The sample size of 381 SR statements
ensures a high degree of statistical confidence, minimizing the likelihood that major patterns
of usage were missed. Future studies could consider using stratified sampling to provide a
more balanced representation of SR statement usage across diverse contract types. For RQ2,
we do not explore the relationship between SR statement purposes and contract complexity.
The complexity of contracts may affect how SR statements are used for different purposes.
While our study provides a broad taxonomy based on a large and diverse dataset, future
research could investigate this aspect to better understand SR statement usage patterns.
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Another potential threat of our study lies in the dataset’s representativeness. Our pri-
mary data source consists of faults from the top 1,000 most-starred Ethereum smart con-
tract projects on GitHub. While these popular projects provide valuable insights, they may
underrepresent beginner-level mistakes due to their exposure to community scrutiny and
testing. To address this threat and ensure broader coverage, we supplement our dataset with
42 real-world smart contract faults identified through Code4rena audit reports. This dual-
source approach combines both popular open-source projects and professional audit find-
ings, providing a more comprehensive view of common vulnerabilities. However, future
research could further enhance representativeness by including samples from less popular
repositories to capture a wider spectrum of development expertise.

For RQ3, we rely on Codedrena’s severity classifications for SR faults without assessing
inter-rater reliability. More specifically, although Codedrena uses a multi-auditor review
process, we have not independently verified the consistency of these classifications due to
the lack of available data. Future research could address this by conducting an inter-rater
reliability analysis or comparing Code4rena’s ratings against other audit platforms to verify
their reliability.

9 Conclusion

In this work, we present the first comprehensive study on SR statements and SR faults in
Solidity smart contracts. Through an intensive analysis of 21,414 real-world smart con-
tracts, we demonstrate that SR statements are prevalent. They are commonly used to check
the runtime status of smart contracts against security-critical constraints. We thoroughly
examine 320 real-world SR faults in smart contracts, categorizing them into 17 fault types
for a nuanced understanding. We also analyze various strategies for fixing these faults, iden-
tifying 12 distinct approaches. To evaluate the detection capabilities of existing tools, we
assess 12 state-of-the-art security analyzers designed to identify machine-auditable faults,
revealing their weaknesses in analyzing SR faults. Our research not only offers valuable
insights for future research on state-reverting faults and smart contract security but also
provides practical guidance for smart contract developers and tool designers.
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